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Abstract— ESP32-based devices are widely 

used as a low-cost and resource-constrained 

platform for Internet of Things (IoT) 

applications that require responsive 

communication. However, real-time chatbot 

systems need higher requirements regarding 

delays that can reduce the perception of 

responsiveness, conversation continuity, and 

user trust. This study evaluates the use of 

WebSocket, Hybrid MQTT-WebSocket, 

Hybrid MQTT-Server-Sent Events (SSE), 

and Cloudflare as four real-time 

communication architectures for an ESP32-

based chatbot system. This study used a 

systematic literature review on ESP32 

communication models and experimental 

performance evaluation using Sovi Lau 2.0 

logs. This dataset consists of 400 

communication logs from the performance of 

the four architectures. The four metrics 

analyzed were latency, throughput, packet 

loss, and power consumption. One-way 

ANOVA was used to compare the 

architectures, followed by Tukey's HSD for 

significant metrics. The results show that 

Cloudflare has the lowest average latency and 

the highest throughput, while Hybrid MQTT-

SSE produces the lowest packet loss and the 

lowest power consumption. The ANOVA test 

showed that of the variables tested, only 

latency had a significant difference between 

the architectures. The Tukey HSD test 

confirmed that the Cloudflare architecture 

had the significantly lowest latency.  

Keywords—Cloudflare, esp32, mqtt, server-

sent events, websocket  

I. INTRODUCTION  

The rapid development of Internet of 

Things (IoT) systems has expanded the role of 

microcontroller-based platforms from simple 

sensing and actuation to interactive and 

conversational applications. Among these 

platforms, ESP32 and ESP32-S3 are widely 

adopted because they provide integrated Wi-

Fi, Bluetooth, sufficient processing capacity, 

and relatively low power consumption [1]. 

These characteristics make them suitable for 

smart devices that need to communicate 

continuously with servers with energy 

constraints. 

Real-time chatbot systems place higher 

demands on communication architecture. 

Unlike conventional IoT, chatbot interactions 

require fast, stable, and continuous message 

exchange. In voice-based chatbot scenarios, 

delayed responses can disrupt the 

conversation flow and detract from the natural 

feel of interaction [2], [3]. All of these are 

critical in systems like Sovi Lau 2.0, a rule-

based chatbot system designed to support 

structured, controlled, and empathetic 

interactions. The designed scenario places an 

ESP32/ESP32-S3 smart device as the 

hardware interface between the user and the 

Sovi Lau 2.0 rule-based AI server, with 

communication performance evaluated 

through latency, throughput, packet loss, and 

power consumption [4]. 

Although WebSocket and MQTT are 

widely discussed in IoT communications 

research [5], the optimal communication 

architecture for ESP32-based chatbot systems 

remains underexplored. Previous studies 

often evaluate general IoT scenarios such as 

monitoring, digital twins, or web 

notifications, but rarely focus on the specific 

requirements of real-time chatbot interactions 

on resource-constrained ESP32 devices. 

Furthermore, hybrid models such as MQTT-
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WebSocket and MQTT-SSE are theoretically 

appealing, but empirical evidence comparing 

their practical performance is limited [6], [7]. 

This study addresses this gap by evaluating 

four real-time communication architectures 

for ESP32-based chatbot systems: 

WebSocket, hybrid MQTT-WebSocket, 

hybrid MQTT-SSE, and Cloudflare. The 

study employs a systematic literature review 

(SLR) and experimental performance 

evaluation using dashboard logs on four 

devices. The key question concerns which 

communication architecture provides the best 

balance between latency, throughput, packet 

loss, and power consumption for ESP32-

based real-time chatbot systems. 

The contributions of this paper are 

threefold: 1) synthesizing recent evidence on 

ESP32 communication models for real-time 

interactive applications, 2) providing a 

comparative empirical evaluation of four 

communication architectures using the same 

set of performance metrics, and 3) identifying 

considerations on architecture selection for 

ESP32-based chatbot systems, especially 

when responsiveness and power efficiency 

are both important.  

II. RELATED WORK 

A systematic literature review was 

conducted to understand the current state of 

communication models for ESP32-based 

systems. The review used keywords related to 

ESP32, communication, WebSocket, MQTT, 

Server-Sent Events, Cloudflare, hybrid 

architecture, IoT, and real-time chatbot 

interaction. The review identified 20 papers 

published between 2020 and 2025. After 

filtering, 9 papers were included for synthesis. 

The included studies primarily addressed 

WebSocket, MQTT, MQTT over WebSocket, 

Cloudflare integration, and multi-protocol 

IoT architectures. 

The review indicated that WebSocket is 

preferred for persistent, bidirectional, and 

low-latency communication. WebSocket 

maintains an open TCP-based connection, 

allowing clients and servers to exchange 

messages without the overhead of repeated 

request-responses [8], [9]. For chatbot 

applications, this characteristic is important 

because it enables continuous interaction 

between the ESP32 device and the chatbot 

server. 

MQTT is also widely used in ESP32-based 

IoT systems because it is lightweight and 

follows a publish-subscribe model [10]. 

MQTT is well-suited for event-based 

communications and resource-constrained 

devices [11]. Existing literature shows that 

MQTT over TCP can provide low latency, 

although performance depends on network 

conditions, quality of service configuration, 

broker implementation, and payload size  [4], 

[10]. Based on this, a hybrid MQTT-based 

architecture becomes attractive when 

command delivery, telemetry, and server 

push mechanisms need to run simultaneously 

[12]. 

Server-Sent Events (SSE) uses a server-to-

client push mechanism over HTTP. While 

SSE is simpler than full-duplex WebSockets, 

it is useful when the server needs to 

continuously send chatbot responses or status 

updates to the device. However, existing 

literature reveals that Hybrid MQTT-SSE has 

not been extensively evaluated in ESP32 

chatbot settings  [13], [14]. This limitation 

creates a research gap that could be 

empirically evaluated. 

Cloudflare has emerged in the literature as 

an approach for secure and globally 

accessible IoT connectivity [15], [16]. In the 

context of a chatbot system, edge routing can 

reduce perceived delays by placing 

communications closer to the user or by 

improving routing stability. However, 

Cloudflare can also introduce different 

considerations related to power and 

connection management [17], [18]. 

Therefore, it needs to be evaluated in 

conjunction with device-level communication 

protocols.  
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III. METHOD 

This study uses SLR-based synthesis and 

experimental performance evaluation. SLR is 

used to identify the theoretical strengths and 

weaknesses of the proposed communication 

architecture. Performance experiments are 

then used to compare these architectures 

within the same dashboard, logging, and 

export environments.   

A. System Context 

This evaluation uses an ESP32/ESP32-S3 

smart device connected to a server-side 

chatbot system. The chatbot context is based 

on Sovi Lau 2.0, a rule-based conversational 

system where responses are controlled 

through knowledge and structured rules. In 

this context, the communication architecture 

is crucial because the device must transmit 

user interaction events and receive chatbot 

responses with minimal delay. 

B. Communication Architectures 

The four communication architectures 

compared are 1) WebSocket, 2) Hybrid 

MQTT-WebSocket, 3) Hybrid MQTT-SSE, 

and 4) Cloudflare. WebSocket represents a 

persistent bidirectional connection. Hybrid 

MQTT-WebSocket represents a combined 

messaging architecture that uses lightweight 

communications like MQTT while leveraging 

WebSocket for real-time interactions. Hybrid 

MQTT-SSE represents a mixed architecture 

where MQTT handles lightweight messaging 

while SSE handles server-to-client event 

streaming. Cloudflare represents an edge-

assisted communications layer with the goal 

of improving accessibility and routing 

responsiveness. 

C. Dataset And Metrics 

The empirical dataset is obtained from Sovi 

Lau 2.0 logs. This dataset contains 400 

records, with 100 records in each architecture. 

Each record contains a timestamp, 

communication model, latency, throughput, 

packet loss, and power consumption. Latency 

is measured in milliseconds (ms), throughput 

in kilobits per second (kbps), packet loss in 

percentage (%), and power consumption in 

milliwatts (mW). 

D. Statistical Analysis 

Descriptive statistics were calculated for each 

architecture and metric. A one-way analysis 

of variance (ANOVA) was then used to test 

whether the mean performance differed 

significantly across communication 

architectures. When the ANOVA result was 

significant, Tukey HSD post-hoc analysis was 

used to identify which pairs of architectures 

differed. The statistical significance threshold 

was set at alpha = 0.05. For interpretation, 

lower latency, lower packet loss, and lower 

power consumption were considered better, 

whereas higher throughput was considered 

better. 
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IV. RESULTS 

The testing-data export consisted of four 

balanced groups: WebSocket, Hybrid MQTT-

WebSocket, Hybrid MQTT-SSE, and 

Cloudflare, each containing 100 observations. 

The descriptive results are shown in Table 2. 

 
Table 2. Descriptive statistics by communication 

architecture 
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± 
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Cloudflare achieved the lowest average 

latency (185.61 ms), followed by WebSocket 

(301.11 ms), Hybrid MQTT-WebSocket 

(335.21 ms), and Hybrid MQTT-SSE (394.47 

ms). Cloudflare also produced the highest 

average throughput (348.85 kbps). However, 

Cloudflare showed the highest average power 

consumption (183.04 mW), indicating that 

lower latency may come with higher energy 

cost. Hybrid MQTT-SSE showed the lowest 

average power consumption (164.28 mW) 

and the lowest packet loss (3.76%), but it also 

produced the highest latency among the four 

models. 

 
Table 3. One-way ANOVA results 

 

Metric 
F-

statistic 
p-

value 
Decision 

Latency 7.751 
< 

0.001 
Significant 

Throughput 0.129 0.943 
Not 

significant 

Loss 0.011 0.998 
Not 

significant 

Power 2.251 0.082 
Not 

significant 

 

The ANOVA results show that only latency 

differed significantly across communication 

architectures (F = 7.751, p < 0.001). 

Throughput, packet loss, and power 

consumption did not show statistically 

significant differences at alpha = 0.05. 

Therefore, post-hoc analysis was conducted 

only for latency. 

 
Table 4. Tukey HSD post-hoc comparison for 

latency 

 

Grou

p 1 
Grou

p 2 

Me

an 

diff

. 

p-

adj 
Lo

wer 
Up

per 
Signif

icant 

Cloud

flare 

Hybri

d 

MQT

T & 

SSE 

208

.86 
0.0

000 
93.

65 
324

.07 
Yes 

Cloud

flare 

Hybri

d 

MQT

T & 

WS 

149

.60 
0.0

049 
34.

39 
264

.81 
Yes 

Cloud

flare 
WebS

ocket 
115

.50 
0.0

492 
0.2

9 
230

.71 
Yes 

Hybri

d 

MQT

T & 

SSE 

Hybri

d 

MQT

T & 

WS 

-

59.

26 

0.5

462 

-

174

.47 

55.

95 
No 

Hybri

d 

MQT

T & 

SSE 

WebS

ocket 

-

93.

37 

0.1

579 

-

208

.58 

21.

84 
No 

Hybri

d 

MQT

T & 

WS 

WebS

ocket 

-

34.

11 

0.8

707 

-

149

.32 

81.

10 
No 

 

The Tukey HSD result indicates that 

Cloudflare had significantly lower latency 

than Hybrid MQTT-SSE, Hybrid MQTT-

WebSocket, and WebSocket. In contrast, the 

latency differences among WebSocket, 

Hybrid MQTT-WebSocket, and Hybrid 

MQTT-SSE were not statistically significant. 

This suggests that Cloudflare is the only 

architecture that consistently separated itself 
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from the others in terms of latency 

performance in the testing environment. 

 

 V. DISCUSSION 

These findings provide a more varied 

portrait of communication architecture 

selection for ESP32-based chatbot systems. 

Cloudflare emerged as the strongest candidate 

when latency was the primary design 

criterion. Its latency advantage was not only 

descriptive but also statistically supported. 

This finding aligns with the assumption that 

edge-assisted communication can improve 

routing responsiveness and accessibility. 

However, Cloudflare also consumed the 

highest average power consumption, making 

it less of a universally optimal choice for 

battery-powered deployments. 

WebSocket exhibited a more balanced 

performance profile. While its average 

latency was higher than Cloudflare, it 

outperformed both hybrid MQTT variants in 

terms of latency and remained conceptually 

appealing due to its persistent, bidirectional 

communication model. For chatbot systems 

that require continuous interaction but do not 

require global edge routing, WebSocket may 

remain a practical and simpler architecture. 

The MQTT-WebSocket hybrid did not 

outperform WebSocket in experimental data. 

This result is important because hybrid 

architectures are often assumed to improve 

performance by combining the strengths of 

multiple protocols. The results show that 

hybridization can increase architectural 

complexity without automatically increasing 

latency or throughput. In practice, Hybrid 

MQTT-WebSocket can still be an option 

when a system requires MQTT-style message 

routing or integration with existing IoT 

brokers, but not solely for latency 

improvements. 

Hybrid MQTT-SSE produced the lowest 

average power consumption and packet loss, 

but its average latency was the highest. This 

makes it less suitable for highly latency-

sensitive chatbot interaction if responsiveness 

is prioritized. Nevertheless, it may be useful 

in scenarios where server-to-device updates 

are less frequent, battery efficiency is more 

important, or the communication pattern is 

more event-driven than fully conversational. 

A critical issue is that none of the 

architectures achieved an average latency 

below 100 ms. The original system context 

emphasizes the importance of very low 

latency for natural conversational interaction. 

Therefore, the present findings should not be 

interpreted as evidence that the system is 

already optimized for highly sensitive real-

time interaction. Rather, they show that 

Cloudflare is the most promising among the 

evaluated architectures, while further 

optimization is needed to approach stricter 

real-time thresholds. 

The results also support the SLR finding 

that there is no universally superior protocol. 

Communication performance depends on the 

interaction pattern, network condition, server 

deployment, payload size, and device 

constraints. For ESP32-based chatbot 

systems, architectural selection should 

therefore be based on trade-off analysis rather 

than a single metric. Latency-sensitive 

systems may prefer Cloudflare, balanced 

local deployments may prefer WebSocket, 

and energy-sensitive event-driven systems 

may consider Hybrid MQTT-SSE. 

 VI. CONCLUSION 

This paper evaluated four real-time 

communication architectures for ESP32-

based chatbot systems: WebSocket, Hybrid 

MQTT-WebSocket, Hybrid MQTT-SSE, and 

Cloudflare. By combining SLR-based 

synthesis with experimental performance 

evaluation, this study provides empirical 

evidence for selecting communication 

architectures in resource-constrained 

conversational IoT systems. The results show 

that Cloudflare achieved the lowest latency 

and highest throughput, while Hybrid MQTT-

SSE showed descriptively lower packet loss 

and power consumption. However, statistical 

testing indicated that only latency differed 

significantly across architectures. Therefore, 

architectural selection should not rely solely 

on average performance values, but should 

also consider the trade-off among 
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responsiveness, power efficiency, 

deployment complexity, and integration 

requirements. 

Based on these findings, Cloudflare is 

recommended as the primary architecture for 

latency-sensitive ESP32-based chatbot 

systems, especially when responsiveness and 

real-time interaction quality are top priorities. 

However, this recommendation is 

conditional, as Cloudflare also exhibits higher 

power consumption. For battery-powered or 

energy-constrained deployments, Hybrid 

MQTT-SSE can be considered as an 

alternative, especially when lower power 

consumption and packet loss are more 

important than minimum latency. WebSocket 

is a practical baseline choice for simple and 

balanced implementations, while hybrid 

MQTT-based architectures are more suitable 

for systems that prioritize message routing, 

integration flexibility, and distributed IoT 

communications. Future research could 

validate these findings for varying network 

conditions, different payload sizes, longer test 

durations, and end-to-end conversation 

quality metrics. 
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