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Abstract—  User behaviour plays a critical
role in determining the effectiveness of
academic information system management,
particularly in processes requiring high data
accuracy and timeliness, such as academic
scheduling.  Despite  system  support,
inconsistencies in data provision and updates
indicate that information reliability is
influenced by how users perform their
responsibilities. This study evaluates People
Controls based on ISO/IEC 27001:2022
Annex A.6 and integrates COBIT-CMMI to
measure capability levels from a behavioural
perspective. A qualitative approach was
employed through observation and structured
interviews with key stakeholders involved in
academic scheduling. User activities were
mapped to Annex A.6 controls to identify
implementation gaps, followed by capability
level assessment using COBIT-CMMI. The
results show that control implementation is
largely informal and habit-based, with an
overall capability level of Level 2 (40%).
User behaviour demonstrates basic control
execution but lacks consistency and
standardization, particularly affecting data
accuracy and timeliness, which leads to
misalignment between data availability and
operational needs. These findings emphasize
that improving information security requires
strengthening consistent user behaviour, role
accountability, and structured practices,
alongside technical system support.

Keywords— Academic scheduling
management, COBIT-CMMI, ISO/IEC
27001:2022, User behavior

I. INTRODUCTION

User  behavior in carrying out
responsibilities when using academic
information systems constitutes a critical
factor influencing the effectiveness of service
management in higher education institutions
[1], [2], [3]. The reliability of a system is
influenced not only by technological aspects,
but also by wusers’ compliance with
procedures, accuracy in data management,
and ability to maintain information integrity
[4], [5]. This indicates that users are not only
involved in operational activities but also
play a critical role in determining the quality
and reliability of academic information at the
institutional level [6].

The management of course scheduling
involves intensive interactions among users
with diverse roles within the academic
information system [7], [8], [9]. This process
involves  coordination in  schedule
arrangement, lecturer assignment, and
classroom allocation. Course scheduling in
higher education institutions in Indonesia is a
complex administrative process that relies on
the accuracy, timeliness, and discipline of
users in operating academic information
systems. Indonesian universities have
increasingly adopted integrated academic
information systems to improve scheduling
efficiency and support academic decision-
making. However, operational challenges
remain  common  across institutions,
including delays in data entry and
inconsistencies in schedule updates [10],
[11], [12], [13]. The issues collectively affect
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the quality of academic information services
and the effectiveness of institutional
operations.

Similar challenges are also observed at
Satya Wacana  Christian  University.
Although the implementation of SIASAT
(Satya Wacana Academic Information
System), the university's integrated academic
information system, has contributed to
improved scheduling efficiency, similar
issues persist, particularly regarding the
timeliness of data provision and the accuracy
of data entry. These conditions subsequently
affect information quality, coordination
effectiveness, and the continuity of academic
Services.

This  condition indicates that the
effectiveness of academic scheduling
management does not solely depend on the
capability of technical systems, but also on
the consistency of user behavior in
maintaining data integrity in accordance with
their respective roles and responsibilities.
Initial interview findings reveal the presence
of dynamics in the execution of processes by
involved parties during the course data
management period, which influence the
smoothness of the registration process and
constitute part of the feedback on academic
service delivery. Misalignment between the
availability of course data in the academic
information system and the student
registration period is still observed in certain
cases, resulting in information that is
expected to be available not being fully
accessible.

In addition, class capacity planning based
on projected participant numbers in some
cases requires further adjustment, as some
students have not obtained classes that meet
their needs and are required to submit
additional requests. This condition indicates
opportunities for improvement in data
management and inter-role coordination to
support the integration of the academic
scheduling process. It further highlights that

behavioral aspects and coordination patterns
among roles contribute significantly, and
therefore should be incorporated into a
systematic evaluation based on a human-
centered information  security  control
framework to identify gaps and areas for
improvement.

Several studies in the field of information
security indicate that human factors
constitute a key element, particularly in
aspects of security awareness, role clarity,
and policy compliance [14], [15], [16], [17],
[18]. This becomes particularly critical in
environments such as academic scheduling,
where data accuracy and timeliness are
directly dependent on consistent user
behavior. Within the SIASAT environment,
examined information security management
from a risk management perspective by
assessing risks related to infrastructure,
software, hardware security, and human
resources [19]. Nevertheless, the behavioural
aspects of information security control
implementation, particularly those related to
user responsibilities and  behavioural
consistency, were not specifically addressed.
This limitation is also reflected in the broader
literature, which predominantly focuses on
policies, technical controls, and risk
management rather than People Controls
from a behavioural perspective [20], [21],
[22], [23].

ISO/IEC 27001:2022, particularly within
the People Controls domain (Annex A.6),
emphasizes the importance of human-related
controls in supporting information security
[24], [25]. This approach positions humans as
a key element in maintaining the
confidentiality, integrity, and availability of
information through aspects such as security
awareness, training, and behavior in
performing responsibilities in accordance
with established policies [26]. However, the
standard  primarily  evaluates  control
implementation from a  compliance
perspective and does not explicitly measure
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how consistently these controls are enacted
through user behaviour [27]. To address this
limitation, the COBIT-CMMI capability
model is employed to provide a structured
mechanism for assessing the maturity of
control implementation, particularly in
capturing  behavioural  consistency in
practice, ranging from initial conditions to
managed and optimized processes [28]. The
integration of these two frameworks results
in an evaluation approach that not only
focuses on the implementation of controls,
but also on the systematic and consistent
measurement of their implementation
capability levels.

The context of academic scheduling within
academic information systems presents
inherent complexities, as it involves
coordination across multiple roles and
depends significantly on data accuracy and
timeliness [29]. In this context, the reliability
and availability of information are closely
associated with how users execute their
assigned responsibilities.

While prior studies predominantly focus on
technical ~ security  controls, policy
compliance, and system performance, limited
research has specifically examined People
Controls from a behavioural perspective
within  Indonesian  higher  education
institutions. This study addresses that gap by
integrating ISO/IEC 27001:2022 People
Controls (Annex A.6) with the COBIT-
CMMI capability model to assess the
consistency and maturity of user behaviour in
academic scheduling management. By
highlighting the role of behavioural
implementation, this study contributes a
more human-centric approach to information
security assessment in higher education
environments.

This study aims to analyze the
implementation of People Controls with a
focus on user behaviour. It provides an
assessment of capability levels and
establishes a basis for formulating

recommendations to enhance information
security and improve the reliability of
academic scheduling management.

1. METHOD

A. RESEARCH DESIGN

This study was conducted using a
qualitative approach to evaluate the
implementation of information security
controls based on the ISO/IEC 27001:2022
standard, with a focus on the People Controls
domain (Annex A.6). The evaluation was
focused on user behavior in carrying out roles
and responsibilities within the management
of academic scheduling.
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Figure 1. Concept Map of the Research Framework

Figure 1 illustrates the conceptual
framework of the study, highlighting the
relationships among the main components,
with user behavior positioned as the central
aspect within the ISO/IEC 27001:2022
People Controls domain (Annex A.6). The
standard is applied to evaluate the
implementation of behavior-based controls
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and to identify gaps between current
practices and defined requirements. The
identified gaps are subsequently assessed
using the COBIT-CMMI approach to
determine the capability level of control
implementation. This representation outlines
the integration of compliance-based
evaluation and capability-based assessment
within the proposed research framework.

B. DATA COLLECTION

The research object was located within the
Faculty of Information Technology at Satya
Wacana Christian University. Data were
collected through direct observation of user
activities and structured interviews with
individuals involved in the operation of the
academic information system. The interviews
were conducted with three respondents,
namely the Head of Study Program, faculty-
level scheduling staff, and university-level
scheduling staff, who were selected based on
their direct involvement in the academic
scheduling process.

The selected informants possess direct
authority, operational responsibility, and
decision-making  involvement in  the
academic scheduling process. The three
selected roles—Head of Study Program,
faculty-level scheduling staff, and university-
level scheduling staff—represent different
layers of responsibility, including academic
planning, faculty-level operational execution,
and university-level coordination for general
course  management. This  role-based
selection provides comprehensive insights
into user behaviour across hierarchical
functions, thereby strengthening the validity
and depth of the findings.

The instrument consisted of 25 questions
developed based on ISO/IEC 27001:2022
Annex A.6 controls and mapped into
evaluation indicators to identify the
implementation of user roles and
responsibilities, including aspects of security
awareness and compliance with procedures.

C. DATA ANALYSIS

Analysis was conducted by mapping
academic scheduling management activities
to the controls defined in ISO/IEC
27001:2022 Annex A.6. Each control was
translated into evaluation indicators to assess
the implementation of People Controls. The
level of control implementation was
measured using the categories not
implemented, partially implemented, and
implemented, which represent levels of
adoption  ranging from absence of
implementation to consistent application.

The assessment results were then used to
identify gaps between the actual conditions
and the established standards. The detailed
control mapping is presented in Table 1.

Table 1. Mapping of ISO/IEC 27001:2022 Annex A.6
Controls

Annex A.6 Assessment
Screening Ensuring that individuals involved demonstrate integrity and possess the required
competencies in performing their assigned roles.
Terms and Conditions of Adherence to work regulations and consistency in task execution
Employment

Information Security Compliance with standard operating procedures (SOPs), accuracy of data entry, and
, Education, and of data errors

Disciplinary Process Adherence to policies and to syst

Responsibilities After Compliance with responsibility transfer procedures and prevention of unauthorized
Termination or Change of access

Employment

Confidentiality or Non- Compliance with data Tality and of unauthorized
Disclosure Agreements information disclosure

Remote Working _ Adherence to secure access practices and accuracy in remote data entry
Information Security Event  Timely reporting response and awareness of data anomalies

Reporting

D. CAPABILITY ASSESSMENT

The results of the gap analysis were
subsequently integrated with the COBIT-
CMMI approach to measure the capability
level of each control. The measurement was
conducted using a Level 0 to Level 5 scale,
which represented the maturity level of
control implementation.

Capability values were obtained by
converting the results of the control
implementation evaluation into COBIT-
CMMI capability levels based on process
maturity criteria. The conversion process was
carried out by mapping the level of activity
execution for each control against COBIT—
CMMI indicators (Level 0-5), which
included aspects of activity existence, level
of management, and process documentation.
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The final value for each control was
calculated based on this mapping to represent
the maturity level of People Controls
implementation individually.

Subsequently, the average capability value
was calculated by summing all control values
and dividing the result by the total number of
controls analyzed. This average value was
used to represent the overall capability level
of People Controls implementation in
academic scheduling management.

The obtained values indicated the
capability position of each control as well as
the overall implementation condition as a
basis for evaluating People Controls. The
assessment scale used is presented in Table 2.
Table 2. COBIT-CMMI Capability Level Assessment

Scale
Level Name Percentage
o Monexistant  Controls are not implemented in the No procedures, activities, or 0
academic scheduling management process  evidence of control
i » present
1 Control ple: ation is ina depend on 20
Process reactive manner without formal planning  individuals and lack clearly
defined standard operating
procedures (SOPs)
2 Managed Control activities are performed repeatedly  Recurring work patterns exist a0
but are not formally documented but are not consistently
applied ac

3 Established  Standard operating procedures (SOPs) have 60
been established and implemented in the
academic scheduling process

4 Predictable  Contral implementation is monitored and  Manitoring, evaluation 80
measured on a regular basis mechanisms, and control

performance indicators are

established
5  Optimizing  Control  activities are continuously Measurement results are 100
improved  based on  performance regularly reviewed and used
" results and arganizational ~to enhance procedures, user
learning. behavicu, and  control
effectiveness.

1. RESULTS AND DISCUSSION

A. RESULTS
Al GAP  ANALYSIS (ISO/IEC
27001:2022 ANNEX A.6)

The initial analysis was conducted based
on ISO/IEC 27001:2022 Annex A.6 to
identify the current state of People Controls
implementation from a user-behaviour
perspective. The results indicate that the
application of human-related controls is
predominantly characterized by informal
practices and individual-based habits. This is
reflected in user behaviour that relies heavily
on  personal understanding,  direct
communication, and organically developed
working practices, without being fully
supported by structured and formalized

mechanisms.

Furthermore, user interactions are largely
driven by short-term operational needs rather
than consistent adherence to policy-based
controls. This suggests that behavioural
compliance is not yet fully embedded as a
standardized practice across users, leading to
variability in how information security-
related responsibilities are enacted.

Table 3 presents the Gap Analysis results
for People Controls wunder ISO/IEC
27001:2022 Annex A.6, focusing on user
behaviour in the execution of assigned
responsibilities.

Table 3. Gap Analysis of People Controls (ISO/IEC

27001:2022 Annex A.6)
Annex A.6 Findings Annex A.6 Gap
Screening P
such
acy, information
ct of inaccurate data
he selection
process caden
qualifications and technical skills.
Terms and The absence of formally documented employment
Conditior f ter tion of role
Employment

es  potential
s errors.

cura
process is Compliance with The disciplinary mechanism is _insufficiently
ly through formalized, indicating limited alignment with
on. structured policy enforcement practices.

Responsibilities
After
Termination or

Access transition practices are not governed by a
controlled authorization mechanism, indicating
limited formal control over account and privilege
Change of  without nd  management during employment changes.
Employment

Confidentiality
or

of The absence of formally established
Non- indi

icates limited

g
contractual reinforcement of  confidentiality

Disclosure established; however, an

Agreements understanding of obligations at the organizational level
confidentiality is present at i
the level

Remote Working  All activities are conducted
entirely within the faculty —access
environment

ure  Secure access requirements are not explicitly

defined for non-faculty or remote environments,
in limiting clarity of control implementation beyond
physical premises.

information a Incident handling practices are

A2 CAPABILITY LEVEL

ASSESSMENT (COBIT-CMMI)

Based on the gap analysis of ISO/IEC
27001:2022 Annex A.6, a capability level
assessment was subsequently conducted
using the COBIT-CMMI framework to
evaluate the maturity of People Controls
from a user behaviour perspective. This
assessment focuses on the extent to which
information security control activities are
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integrated into work habits, the consistency
of user actions, and the level of formalization
in practices that support information security.

The results indicate that the overall
capability is at Level 2 (Managed), with an
average score of 40%. At this stage, user
behaviour in implementing information
security controls demonstrates basic and
relatively consistent execution; however, it is
still largely shaped by individual habits and
informal interaction patterns rather than
standardized organizational structures.

Table 4 presents the results of the
capability level measurement for People
Controls based on the COBIT-CMMI
framework, summarizing the assessment
outcomes across all Annex A.6 control areas.

Table 4. Results of Capability Level Measurement for
People Controls (COBIT-CMMI Framework)

AnnexA.6 Capability  Percentage
Level
Screening 2 40 Personnel selection is based on basic qualifications and

Capability Level Description

Terms and 2 40

Conditions of

Employment

Information Security 2 40

Awareness,

Education,  and

Training

Disciplinary Process 2 40 The disciplinary process is executed through informal
communication  without  formalized  procedural

or enforcement workflow.

g activities are conducted with primary
| updates, with limited coverage of
n security behavioural topics.

Responsibilities 2 40 Access and responsibility changes are managed without a
After Termination or formal  authorization ~ workflow for approval and
Change of documentation of access transfer activities

Confidentiality  or 2 40 Confidentiality expectations exist informally and are not

Non-Disclosure established through formal Non-Disclosure Agreements or

Agreements documented commitments.

Remote Working 2 40 Remote working controls are not defined and no formal
mechanisms for remote access security are

Information Security 2 40 incident _reporting is performed through _informal

Event Reporting communication channels without a fully standardized
reporting procedure or formal

Average Capability Level 20

To achieve Level 3 (Established), control
activities should be consistently guided by
formally documented procedures and
reinforced through clearly defined role-based
responsibilities embedded within
organizational  practices.  This level
represents an established and consistently
communicated condition, where control-
related practices are formally approved,
understood, and applied across users rather
than relying on individual discretion. As a
result, users demonstrate more uniform
behaviour in  carrying out their
responsibilities, which strengthens
consistency, enhances accountability in
practice, and improves the reliability of daily

operational activities.
B. DISCUSSION

The findings indicate that the
implementation of People Controls in
academic scheduling management remains at
Capability Level 2 (Managed), where user
behaviour reflects the execution of basic
control-related activities but is not yet fully
supported by standardized behavioural
structures within the organization. Control
execution is still influenced by individual
habits and situational communication
patterns rather than consistent adherence to
formal procedures.

This condition is significant given that the
academic scheduling process involves
intensive interactions among users with
diverse roles. In this context, consistency in
user behaviour plays a critical role in
maintaining coordination and ensuring
information  reliability.  Although  the
academic information system supports
process efficiency, its effectiveness depends
on how consistently users perform their
assigned responsibilities. These patterns
indicate an interaction between
organizational culture and user cognitive
tendencies. In the absence of sufficiently
formalized controls and clearly defined
accountability structures, such conditions are
associated with variations in data entry and
update practices. This suggests that the
observed inconsistencies are not solely
procedural in nature, but are also influenced
by organizational norms, individual
perceptions of responsibility, and habitual
work practices that shape user behaviour in
practice.

Compared to Level 3 (Established),
current user practices do not yet fully reflect
the implementation of institutionalized
procedures. This is evident in variations in
data management and updates, particularly in
terms of timeliness. Such conditions align
with the observed misalignment between data
availability and the registration period,
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highlighting the direct influence of user
behaviour on information quality and
availability.

Overall, these findings emphasize the
importance of strengthening People Controls
through more consistent  behavioural
practices, clearer role-based responsibilities,
and reinforced accountability mechanisms
within the organization. To support both
immediate operational improvements and
long-term organizational development, the
recommended improvements are categorized
into short-term operational improvements
and long-term strategic improvements. The
mapping of these recommendations based on
ISO/IEC 27001:2022 Annex A.6 is presented
in Table 5 and Table 6.

Table 5. Short-Term Recommendations for ISO/IEC
27001:2022 Annex A.6

Expected Impact
i

rmally documented terms Improved  consistency  in  user
ons that clearly define understa
related to i

Disciplinary Process

Responsibilities  After
Termination or Change of tray
Employment

Confidentiality or Non-
Disclosure Agreemen ts

Remote Working

Table 5 outlines operational
recommendations intended to address
observed implementation gaps in daily
academic scheduling activities, particularly
those related to procedural consistency,
access handling, and user reporting practices.

Table 6. Long-Term Recommendations for ISO/IEC
27001:2022 Annex A 6

Annex A6
Screening

Expected Impact

Terms and Conditions of  Ing

Information Security
uuuuuuuu

Disciplinary Process

Responsibilities _ After
Termination or Change of
Employment

supported by periodic
d  formal  authorization

or Non-
Disclosure Agreements

Remote Working

Information  Security st
Event Reporting

Improved
and sustainability of information security
incident management practices.

Table 6 outlines strategic
recommendations intended to support
institutional integration of People Controls
through policy development, governance
mechanisms, and continuous behavioural
reinforcement.

IV. CONCLUSION

This  study indicates that the
implementation of People Controls based on
ISO/IEC 27001:2022 Annex A.6 in academic
scheduling management is at Level 2
(Managed) with an achievement percentage
of 40%. At this stage, user behaviour reflects
the execution of basic control activities but is
not yet consistently aligned with standardized
organizational practices.

The findings highlight that issues related to
data accuracy and timeliness are closely
associated with variations in user behaviour,
particularly in  how responsibilities are
performed and how data is managed during
operational processes. This demonstrates that
the reliability and availability of information
are influenced not only by system capabilities
but also by the consistency of user actions.

Strengthening  information  security
therefore requires greater emphasis on
shaping  consistent  user  behaviour,
reinforcing role-based accountability, and
embedding structured practices to support
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accurate and timely information
management. From a managerial perspective,
university leadership plays a critical role in
establishing formal policies, disciplinary
procedures, and clear operational guidelines
to ensure consistent compliance with
information security practices. Institutional
commitment through policy enforcement,

regular monitoring, and accountability
mechanisms is essential to  support
sustainable improvements in academic
scheduling governance and information

security management.
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