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Abstract—Information Technology (IT) 

services are crucial for modern organizations, 

making Service Level Agreements (SLAs) 

essential for ensuring quality and 

performance. However, SLA violations 

remain an unavoidable and significant 

challenge in IT service management, often 

leading to financial losses and reputational 

damage. The increasing complexity of IT 

landscapes, driven by cloud computing, IoT, 

and AI, complicates both root cause 

identification and resolution. This systematic 

literature review (SLR) identifies, evaluates, 

and synthesizes existing research on SLA 

violation resolution, with a particular focus on 

machine learning (ML) and deep learning 

(DL) methods. The study aims to identify 

relevant technology contexts, examine main 

problems in SLA violations, and determine 

how ML/DL methods are effectively used in 

their resolution. Findings indicate a strong 

research focus on cloud computing, with 

emerging attention to edge computing and 

IoT, and highlight the diverse application of 

ML/DL in mitigating SLA breaches.  

Keywords—Deep learning, IT services, 

Machine learning, Multi-context, Service 

Level Agreement, Violation.  

 I. INTRODUCTION  

The development of information 

technology in recent decades has been rapid, 

marked by the utilization of various new 

technology services. The simultaneous use of 

cloud-based services, the Internet of Things, 

and artificial intelligence provides greater 

benefits than using each technology 

separately. These greater benefits have 

encouraged almost all large and medium-

sized enterprises to adopt information 

technology in running their business 

operations to increase efficiency and 

productivity. However, the growing diversity 

of technology use has resulted in the 

increasingly complex management of 

information technology. In addition, the 

potential for service failure from these 

complex systems is increasing. Thus, while 

the integration of diverse information 

technologies offers significant gains in 

efficiency and productivity, it simultaneously 

introduces new complexities and heightened 

risks of system failure that demand careful 

management [1]. 

Most large companies utilize IT services 

provided by service providers using SLAs to 

mitigate the risk of service failure and ensure 

the continuity of IT services. An SLA is not 

only a service contract between the provider 

and a customer but also a comprehensive 

framework that establishes performance 

standards and service quality benchmarks for 

customer satisfaction. Failure to meet SLAs 

has serious consequences, ranging from 

financial penalties for violations to customer 

dissatisfaction and reputational damage, 

which can ultimately lead to the termination 

of service contracts [2]. Therefore, it is 

important for IT service providers to maintain 

a commitment to service quality that meets 

SLA requirements. 

A prior systematic review conducted by 

Khan et al. examined SLA indicators 

pertinent to the quality of service within cloud 

computing services [3]. The quality-of-

service (QoS) parameters observed included 

packet loss, availability, throughput, latency, 

and response time. SLA violations were 

detected through various machine learning 

techniques such as Naive Bayes, Random 

Forest, and Support Vector Regression. In 

mailto:1adilsiagian@students.undip.ac.id
mailto:2kusworoadi@lecturer.undip.ac.id
mailto:3adiwibowo@lecturer.undip.ac.id


A systematic review on resolving service level agreement violation in IT Services 

 

SISFORMA: Journal of Information Systems (e-Journal) Vol.12 | No 2 |Th. 2025  

ISSN 2442-7888 (online) DOI 10.24167/sisforma.v12i2.14284  158 

addition, the study identified QoS 

remediation techniques that achieve efficient 

resource utilization, dynamic scalability, SLA 

compliance (in terms of response time, 

throughput, and optimal costs) and 

adaptability to workloads changes using 

optimization algorithms, integer 

programming, heuristics, and machine 

learning. Specifically in the cloud computing, 

this study observed SLA violations through 

QoS violation detection as well as modeling 

and techniques that support the management 

and handling of these violations. However, it 

did not evaluate the effectiveness of various 

techniques in reducing SLA violations. 

In a different study, Patel and Chaurasia 

conducted a systematic review of energy 

consumption when migrating virtual 

machines in a dynamic cloud computing 

environment [4]. Several algorithms, such as 

a combination of adaptive threshold 

algorithms, minimum migration time policy, 

gradient descent regression, and Modified 

Best Fit Decreasing, were elaborated to obtain 

efficient VM migration. This study concluded 

that an energy-aware, adaptive threshold-

based VM migration algorithm can 

effectively optimize VM resource usage, 

reducing energy consumption while 

maintaining service performance, thereby 

reducing the potential for SLA violations. 

Although it discusses SLA violations, the 

focus of this study was more on studying 

energy management than specifically 

addressing in the violations on themselves. 

Pandey and Rawat also conducted a 

systematic review study on virtual machines 

[5]. They observed various methods of 

provisioning VMs in different environments, 

namely static, dynamic, and metaheuristic, 

and their impact on various SLA indicators. 

To prevent SLA violations, the dynamic 

model is considered the most effective due to 

its adaptability to runtime conditions and real-

time workload changes. While the 

metaheuristic model also yields favorable 

results in optimization and violation 

reduction, it occasionally faces limitations 

due to its computational complexity. 

Conversely, the static model struggles to 

manage variability and adjust to fluctuating 

loads, which increases the likelihood of SLA 

violations. This study underscores the 

importance of using adaptive and automated 

provisioning methods to deal with load 

variations and avoid SLA violations. 

Although previous SLR studies have 

explored SLA violation in cloud computing, 

none have addressed this issue in the context 

of different IT services contexts (such as 

cloud, network, and IoT) simultaneously. 

This study addresses a gap in existing 

literature regarding multi-context 

environments, which has not been thoroughly 

explored. Considering multi-context 

environments is critical, as actual IT services 

are often delivered across multi-context 

environments. The objectives of this study are 

to examine SLA violations and their causes in 

a multi-context environment, elaborate on the 

use of ML and DL to overcome these 

problems, and identify the effectiveness of 

ML and DL models in overcoming SLA 

violations. The results of this study are 

expected to provide a more comprehensive 

understanding of SLA violations in IT 

services in a multi-context and serve as a basis 

for companies to formulate end-to-end 

strategies for managing IT service SLAs. 

 II. METHOD 

This study adopts the Preferred Reporting 

Items for Systematic Reviews and Meta-

Analyses (PRISMA) framework. PRISMA is 

a framework commonly used in SLR because 

it provides systematic methodological 

guidance in identifying, screening, and 

assessing the eligibility of relevant literature 

for the purposes of the study [6]. 

A. Identification 

This study uses the PICO (Population, 

Intervention, Comparison, Outcome) 

framework to limit and clarify the focus of the 

research. The limitations of the focus of this 

SLR research are as follows: 

 Population: Various main contexts of IT 

service environments, such as cloud 

computing, network infrastructure, data 

centers, the Internet of Things (IoT), and 
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cybersecurity systems, may experience 

SLA violations. 

 Intervention: ML and DL are the methods 

chosen to detect, predict, and resolve 

incidents. 

 Comparison: This study does not include 

comparison groups. 

 Outcome: Reduction in SLA violations 

and improvement in overall system 

performance 

Specifically, this research aims to answer 

the following research questions (RQs): 

 RQ1: What is the scope of the technology 

context in SLA violations in IT services? 

 RQ2: What are the main SLA violation 

problems in IT services?  

 RQ3: How are machine learning and deep 

learning methods effectively used in 

resolving SLA violations?  

This study uses across academic databases, 

namely Elsevier Scopus, IEEE, and 

Science Direct. The search strategy used 

combined several related terminologies, 

namely violations, SLA, machine learning, 

deep learning, and several IT service 

environments such as cloud computing, 

data centers, network security, and IoT. 

The article search is limited to publications 

from 2020 to June 30, 2025. Duplicates 

were removed to ensure the uniqueness 

and relevance of the articles selected for 

further analysis. 

B. Screening & Eligibility 

After the identifying phase, the next step is 

an initial screening of each article found in the 

search results. The initial screening is 

conducted on the titles and abstracts of the 

articles. 

The inclusion criteria include: 

 Articles categorized as Q1, Q2, Q3, and Q4 

in the Scimago Journal Rank. 

 Articles categorized as A*, A, B, or C by 

CORE (Computing Research and 

Education Association of Australasia). 

 Studies that incorporated machine learning 

and deep learning techniques  

The exclusion criteria include: 

 Studies that do not use ML and DL 

techniques. 

 Articles that are not publicly accessible in 

full. 

 Articles that do not meet the minimum 

ranking category.  

Articles that have passed the screening 

criteria are then assessed using eligibility 

criteria. At this stage, the full text of articles 

is thoroughly evaluated to ensure their 

suitability. The eligibility criteria: 

 The study population covers IT services 

domains such as cloud computing, IoT, 

networks, security, and their derivatives. 

 The study includes indicators of SLA 

violations. 

 The research dataset is mentioned or 

available. 

 Quantitative model results related to SLA 

violations are available. 

A study that meets at least the three criteria 

above is considered eligible, while a study 

that fails to meet the minimum eligibility 

criteria will be excluded from this study. This 

rigorous review aims to ensure that only the 

most relevant and methodologically sound 

papers are included. 

C. Included 

The articles that meet all eligibility criteria 

will be included for data extraction and 

subsequent analysis. The selected set of 29 

articles will undergo a systematic process of 

data extraction, analysis, and synthesis to 

answer the research questions defined in the 

initial stage.  

The entire selection process, from 

identification to inclusion, was transparently 

documented in a PRISMA flow diagram 

(Fig.1). 

 
Figure 1. Prisma Flow Diagram on Resolving SLA 

Violation 
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 III. RESULTS AND DISCUSSION 

A. The scope of the technology context 

in SLA violations in IT Services 

Analysis of the different technology 

categories and study contexts reveals that 

most research on resolving SLA violations 

focuses on resolving SLA violations on cloud 

computing (Table 1). This is understandable 

given cloud environments are so complex and 

constantly changing— they require balancing 

tasks like autoscaling services, VM 

consolidation, and container management to 

keep everything running smoothly. Since 

cloud systems serve many users at once and 

need to adjust resources dynamically, 

ensuring SLAs are a challenging task. 

Therefore, most research emphasizes on 

finding smart ways to handle resources and 

scheduling within clouds to avoid SLA 

problems.  

Edge computing and IoT services are also 

getting research attention. Even though 

they’re not as extensively studied as cloud 

computing, these domains present unique 

challenges from distributing computing 

power closer to where data is generated—on 

devices and at the network’s edge. Managing 

workflows and scaling in these decentralized 

setups, as well as dealing with varied IoT 

devices, makes keeping SLAs intact trickier. 

Researchers are starting to focus more on 

these environments because they require fresh 

approaches to manage latency, device 

diversity, and distributed processing, which 

differ quite a bit from traditional cloud setups. 

Network services and network virtualization 

appear less frequently in the literature but 

present a unique challenge on infrastructure. 

They manage the fundamental aspects of 

guaranteeing service quality within the 

network, especially with technologies like 5G 

and network slicing. These areas remind us 

that SLAs don’t just depend on the cloud or 

edge—they also need solid network 

performance and management. Even though 

fewer studies cover these topics, they 

highlight how important it is to combine 

network-level solutions with the higher-level 

service management to truly keep SLAs from 

being broken. Finally, Service-Based Systems 

(SBSs) receive limited attention but point to 

issues around managing SLAs at the 

application or service orchestration layer. 

This suggests that beyond infrastructure, the 

quality-of-service composition and 

orchestration is also crucial. While it’s a less-

explored this area, it suggests there’s room to 

grow in understanding how to prevent SLA 

violations from the software composition 

side. 

 
Table 1 The scope of technology context in IT 

services 

 
No Technology 

Category 

Study Context 

Environment 

Ref. 

1 Cloud 

Computing 

Autoscaling and 

scalability 

[7], [8], 

[9], [10], 

[11], [12] 

  VM 

consolidation 

and placement 

[3], [13], 

[14],[15], 

[16],[17], 

[18] 

  Resource 

scheduling and 

provisioning 

[19], [20] 

  Application 

performance 

and specific 

issues 

[21], 

[22], [23]  

2 Edge 

Computing 

Scheduling and 

autoscaling in 

edge-cloud 

environments 

[24], [25] 

3 IoT Services VM placement, 

scheduling, and 

QoS for IoT 

applications 

[26], 

[27], [28] 

4 Network 

Services 

Network 

Slicing 

[29], 

[30], [31]  

  Traffic data and 

QoS in mobile 

networks 

[32], [33] 

5 Network 

Virtualization 

Virtual 

Network 

Functions 

(VNF) 

[34] 

6 Service-

Based 

Systems 

QoS in Service-

Based Systems 

[35] 

 

In summary, most SLA research focuses 

heavily on cloud computing because of its 

complexity and vital role, with edge 

computing and IoT rising as newer frontiers 

full of interesting challenges. Network 
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services and service-based systems add 

important supporting perspectives. This all 

suggests that handling SLA violations 

requires understanding the demands of each 

technology environment. 

B. The main SLA Violation problems in 

IT Services 

The main problems associated with SLA 

violations in IT services (summarized in 

Table 2) can be categorized as follows: 

1. Inefficient resource management and 

elasticity control.   

The inability of systems to manage 

resources and perform adaptive scaling in 

response to workload dynamics is a 

common cause of problems in cloud 

computing. Delays in scaling lead to 

under-provisioning and over-provisioning 

of resources. Meanwhile, static threshold-

based autoscaling has proven inadequate 

in responding to temporal changes, 

thereby increasing SLA violations [8]. To 

overcome this, advanced methods such as 

Deep Reinforcement Learning (DRL) 

with LSTM and Actor-Critic, as well as 

Q-learning have been applied in studying 

historical data and real-time conditions to 

make optimal scaling and resource 

allocation decisions [8], [9], [20]. Studies 

[29] and [31] have applied deep learning 

and machine learning approaches to 

predict resource requirements proactively 

in 5G networks. These approaches 

improve resource utilization, reduce 

operational costs, and significantly reduce 

SLA violations. 

2. Complex Inter-Service Dependency and 

Interaction Failures. 

This problem often occurs in the 

management of microservices-based 

applications, where complexity and 

dependencies between services are very 

high. Resource scheduling processes that 

only considers one service without 

accounting for  the cascading effects on 

other services often triggers SLA 

violations [7], [10], [21]. To overcome 

this problem, dynamic modeling and 

consideration of service dependencies 

using Graph Neural Networks and 

adaptive graph learning  have been able to 

mitigate the occurence of SLA violations 

[7]. Similarly, for predicting SLA 

violations, supervised learning methods 

based on GNN and Bayesian 

Regularization Neural Network have been 

used, which have been proven to improve 

the accuracy of early detection of 

violations in systems with complex 

dependencies [21], [23]. 

3. Suboptimal Workload Orchestration and 

Placement. 

Inefficiencies in task scheduling, 

workload orchestration, and VM 

placement often occur in cloud and edge 

infrastructure. Previous studies [17], [19], 

[25], [26] have shown that un-

orchestrated workloads can lead to 

uneven workloads, excessive energy 

consumption, and escalated risk of host 

overload. To address this, cutting-edge 

methods such as deep learning and 

reinforcement learning were used to 

optimize resource orchestration and 

placement. For example, Deep Q-

Network (DQN) has been applied in 

dynamic task scheduling, while MetaNet 

utilized surrogate neural networks for 

QoS prediction and dynamic policy 

selection [19], [26]. Meanwhile, in edge-

cloud workflows, the MCDS algorithm 

(combining MCTS, deep surrogate, and 

graph convolution) resulted in smarter 

and more adaptive scheduling [25]. 

4. Inadequate Anomaly Detection and 

Predictive Capabilities. 

This problem is triggered by the system's 

limitations in detecting operational 

anomalies and proactively predicting 

potential SLA violations due to changes in 

workload and uncertain conditions. 

Previous studies found that traditional 

detection methods often fail to proactively 

anticipate changes in traffic, overload, or 

other anomalies and typically only 

function after an SLA violation occurs 

[15], [22], [27], [32], [34]. Local Outlier 

Factor (LOF), Isolation Forest, and One-

Class SVM were applied for adaptive 

traffic change detection and model 
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retraining timing [32]. Deep learning 

methods, such as LSTM, GAN, and RNN, 

have been developed for long-term 

workload and anomaly behavior 

prediction [15], [22], [27]. 

5. Unpredictable External Dynamics and 

Network Conditions. 

These challenges are triggered by external 

dynamics and unpredictable network 

conditions, such as mobile traffic 

fluctuations, performance interference, 

and sudden changes in load and resource 

availability [11], [12], [24], [30], [33]. 

These conditions impact resource scaling 

or orchestration to be delayed or 

inaccurate, resulting in SLA violations 

due to response times exceeding 

thresholds or unexpected resource 

exhaustion. To overcome this problem, 

time series-based prediction methods 

(LSTM, ARIMA) were used for traffic 

and resource demand forecasting [12], 

[33]. In another study, adaptive online 

machine learning and Markov Decision 

Process were applied for real-time auto-

scaling decision-making in edge-cloud 

systems [24]. Constrained reinforcement 

learning methods (PPO, Three-way 

Decision RL) were also developed to 

ensure scaling remains adaptive to 

external dynamics and maintains near-

zero SLA violations during online 

learning [11], [30]. 

6. Overhead and Disruption from 

Management Operations. 

This issue undertakes overhead and 

disruptions during infrastructure 

management operations such as 

consolidation, migration, and VM 

rescheduling. Previous studies presented 

that overly frequent or inefficient VM 

migration processes can cause 

performance degradation [13], [16], [18], 

[28]. In addition, energy savings through 

VM consolidation often result in a trade-

off between reduced energy consumption 

and increased risk of SLA violations. To 

mitigate these impacts, Deep 

Reinforcement Learning (DRL) was used 

in conjunction with Influence Coefficient-

based VM selection to choose the most 

appropriate VMs for migration, thereby 

minimizing overload and SLA violations  

[13].  

 

 

Table 2 The main SLA problems in IT Services 

 

No Main Problem  Technology Category Method Ref. 

1 

Inefficient resource 

management and 

elasticity control. 

Cloud Computing, 

Network Service 

Deep Reinforcement 

Learning (DRL), Q-learning, 

LSTM, Actor-Critic, Hybrid 

RL-ML 

[8], [9], [14], 

[20], [29], 

[31] 

2 

Complex inter-service 

dependency and 

interaction failures.  

Cloud Computing Graph Neural Network 

(GNN), Adaptive Graph 

Learning, DeepScaler, DRL, 

Bayesian Regularisation. 

[7], [10], 

[21], [23] 

3 

Suboptimal workload 

orchestration and 

placement.  

Cloud Computing, 

Edge Computing 

Deep Q-Network (DQN), 

DRLBTSA, MetaNet, A3C, 

MCDS, Monte Carlo Tree 

Search, Surrogate Models 

[17], [19], 

[25], [26] 

4 

Inadequate anomaly 

detection and 

predictive capabilities.  

Cloud Computing, 

Network Virtualization 

IoT Service, Service-

Based System. 

Unsupervised Learning 

(LOF, OC-SVM, Isolation 

Forest), LSTM, GAN, RNN, 

Supervised ML 

[15], [22], 

[27], [32], 

[34], [35] 

5 

Unpredictable external 

dynamics and network 

conditions 

Cloud Computing, 

Edge Computing, 

Network Service 

LSTM, ARIMA, Online 

ML, Markov Decision 

Process, PPO, TWD-RL 

[11], [12], 

[24], [30], 

[33] 

6 

Overhead and 

disruption from 

management operations 

Cloud Computing, IoT 

Service 

DRL, SVR, Kalman Filter, 

Q-learning 

[13], [16], 

[18], [28] 
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Table 3. The best model used 

 

No Best Model  
Main Problem 

Resolved 
Dataset 

Violation 

Reduction 
Ref. 

1 

Deep Q-Network 

(DQN) based 

model. 

Inefficient resource 

management and 

elasticity control 

Simulated 5G network slicing 

datasets, synthetic load 

scenarios. 

50% [29]  

2 

Q-Learning 

(Reinforcement 

Learning). 

Real-world workload logs 

used include ClarkNet and 

Google Traces 

78% [20] 

3 

DeepScaler—GNN 

with EM adaptive 

graph learning. 

Complex inter-service 

dependency and 

interaction failures 

Real-time telemetry data  41% [7] 

4 
 DL with surrogate. Suboptimal workload 

orchestration and 

placement. 

 

Real-life AI-based benchmark 

applications  

13% [26] 

5 

Monte Carlo Deep 

Surrogate (MCDS) 

Scheduler. 

WFCommons workflow 

generator dataset; real-world 

workloads such as BLAST, 

Montage scientific workflows 

45% [25] 

6 

VTGAN combined 

with power-aware 

best fit decreasing 

placement. 

Inadequate anomaly 

detection and 

predictive capabilities. 

Real workload traces from 

PlanetLab 

85% [15] 

7 

 TWD-RL. Unpredictable external 

dynamics and network 

conditions 

Google Cloud real workload 

data; synthetic workload 

patterns  

25% [11] 

8 

Algorithm Q-

learning with ε-

greedy. 

Overhead and 

disruption from 

management operations 

Realistic workflow traces and 

actual platforms for 

experiments 

91% [28] 

 

dominance of machine learning and deep 

learning technologies for real-time prediction, 

detection, and automated decision-making. 

These methods have proven to not only 

improve operational efficiency but also 

provide an adaptive foundation for the 

complexity, dynamics, and uncertainty that 

characterize today's digital IT services.   

C. The best model used in resolving SLA 

violations 

Based on Table 3, the SLA violation 

reduction varies considerably from a low of 

13% to a high of 91%. For instance, the Deep 

Learning (DL) model with surrogate  

achieved only a 13% reduction, while the 

Three-Way Decision-Based Reinforcement 

Learning (TWD-RL) and DeepScaler GNN 

with EM adaptive graph learning models 

demonstrated moderate reductions of 

approximately 25% and 41%, respectively 

[7], [11].  

Conversely, models such as Value and 

Trend Generative Adversarial Network 

(VTGAN) and the Q-learning with ϵ-greedy 

algorithm showcased considerably higher 

effectiveness in reducing SLA violations, at 

85% and 91%, respectively [15], [28]. This 

wide range indicates that there is no "one-

size-fits-all" solution for addressing SLA 

violations; rather, outcomes are highly 

contingent upon the specific problem context 

and details.  

Differences in outcomes can be attributed to 

some factors. First, the varying complexity of 

the problems in each study contributes to the 

different outcomes. Models built on specific 

and controlled cases such as overloaded hosts 

or VM performance degradation during 

migration (e.g., VTGAN and the Q-learning 

with ϵ-greedy algorithm) tend to provide 

better SLA violation reduction results [15], 

[28]. Meanwhile, models that handle multi-

faceted problems such as complex service 

dependencies and cascading effects in 

microservices (e.g., DeepScaler and Monte 

Carlo Deep Surrogate Scheduler) produce 

more moderate outcomes [7], [25]. Second, 

the definitions and different metrics used to 

assess SLA violation reductions in each study 

also influence the variability in outcomes.  
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Based on the results obtained, ML and DL 

methods have proven to be very effective in 

solving main SLA problems. These methods 

prevent IT systems identify potential 

violations and facilitate proactive measures, 

including dynamic resource allocation and 

intelligent scaling mechanisms, which 

prevent violations from occurring in the first 

place. In addition, various types of 

reinforcement learning (RL) facilitate better 

decision-making in allocating and scheduling 

resources. As a result, ML and DL methods 

enhance SLA compliance and operational 

reliability. 

 IV. CONCLUSION 

This systematic literature review has 

comprehensively addressed the research 

questions related to Service Level Agreement 

(SLA) violations in IT services. This study 

exposes that research on SLA violations 

frequently focused on the cloud computing, 

where issues such as autoscaling, VM 

consolidation, and resource management are 

central. Furthermore, edge computing and 

IoT services are gaining attention, where the 

issues studied include distributed computing, 

latency, and device diversity. Network 

services (including network slicing and 

mobile networks) and service-based systems 

(focused on application-level quality and 

orchestration) are less discussed but introduce 

important perspectives.  

The main SLA violation problems are 

classified into six distinct areas: inefficient 

resource management and elasticity control; 

complex inter-service dependency and 

interaction failures; suboptimal workload 

orchestration and placement; inadequate 

anomaly detection and predictive capabilities; 

unpredictable external dynamics and network 

conditions; and overhead and disruption from 

management operations. Machine Learning 

(ML) and Deep Learning (DL) methods are 

predominantly used for proactive prediction 

and intelligent resource management to 

resolve SLA violations. These techniques 

accommodate the means to anticipate 

breaches by forecasting workloads and 

resource demands, leading to proactive 

interventions like dynamic resource 

allocation and smart scaling. However, the 

effectiveness of these models varies 

significantly depending on the specific 

problem context and details. 

Despite the multi-contextual analysis, 

significant research gaps remain, especially 

regarding standardized datasets spanning 

multiple IT service domains and in-depth 

study of security-related SLA violations. 

Future research should aim to address these 

gaps to further improve SLA management 

across diverse IT environments. 
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