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Abstract: The existence of related regulations regarding validity of Electronic Medical 
Record (EMR) in proving a case explained that it requires a signature in proving an 
EMR. The use of a personal identification number (PIN) only performs a verification 
function, not someone's authentication.UU No. 29 of 2004 regarding Medical Practice 
states that it is sufficient to replace the obligation to sign an EMR with a Personal 
Identification Number (PIN), while in Permenkes Medical Records 2022, it is expanded 
by granting access rights to certain people where the security system depends on the 
decision of the leadership of each health care facility and can be equipped with an 
Electronic Signature. The use of a PIN alone is considered insufficient form EMR 
authentication functions, so other options need to be raised such as Electronic 
Signature which carry out both verification and authentication functions.  The aims of 
research were to find out how the legality and strength of evidence of PIN and 
Electronic Signature as substitution of doctor’s signature on electronic medical records. 
This study used a normative juridical method, with two approaches, namely statutory 
and conceptual approaches.  The results showed that PIN and Electronic Signature 
could legally replace a doctor’s signature on EMR, but hada different strength as 
evidence. The strength of EMR as evidence depends on the judge’s point of view which 
is influenced by validity of EMR evidence, namely the presence/absence of a PIN and 
electronic signature as a function of verification and authentication.  
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Abstrak: Adanya peraturan terkait mengenai keabsahan Rekam Medis Elektronik (EMR) 
dalam pembuktian suatu perkara menjelaskan bahwa dalam pembuktian suatu perkara 
diperlukan tanda tangan. Penggunaan Personal Identification Number (PIN) hanya 
menjalankan fungsi verifikasi, bukan otentikasi seseorang. UU Nomor 29 Tahun 2004 
tentang Praktik Kedokteran menyatakan cukup menggantikan kewajiban 
menandatangani ESDM dengan Personal Identification Number (PIN) Sedangkan pada 
Permenkes Rekam Medis 2022 diperluas dengan memberikan hak akses kepada orang 
tertentu dimana sistem keamanannya bergantung pada keputusan pimpinan masing-
masing fasilitas pelayanan kesehatan dan dapat dilengkapi dengan Tanda Tangan 
Elektronik. Penggunaan PIN saja dirasa belum mencukupi fungsi autentikasi EMR, sehingga 
perlu dimunculkan opsi lain seperti Tanda Tangan Elektronik yang menjalankan fungsi 
verifikasi dan autentikasi.  Tujuan penelitian adalah untuk mengetahui bagaimana 
legalitas dan kekuatan pembuktian PIN dan Tanda Tangan Elektronik sebagai pengganti 
tanda tangan dokter pada rekam medis elektronik. Penelitian ini menggunakan metode 
yuridis normatif, dengan dua pendekatan, yaitu pendekatan perundang-undangan dan 
pendekatan konseptual.  Hasil penelitian menunjukkan bahwa PIN dan Tanda Tangan 
Elektronik secara sah dapat menggantikan tanda tangan dokter di EMR, namun 
mempunyai kekuatan pembuktian yang berbeda. Kekuatan alat bukti EMR tergantung 
pada sudut pandang hakim yang dipengaruhi oleh keabsahan alat bukti EMR, yaitu 
ada/tidaknya PIN dan tanda tangan elektronik sebagai fungsi verifikasi dan autentikasi.  

Kata Kunci : Biometrik, Alat Bukti, Elektronik, Rekam Medis dan Verifikasi 

mailto:christinewidjaja5@gmail.com


SOEPRA Jurnal Hukum Kesehatan 
ISSN:2548-818X (media online) Vol.10  | No.1  | Juni 2024  | 17-28 

 

http://journal.unika.ac.id/index.php/shk  
DOI: https://doi.org/10.24167/shk.v10i1.11227 

18 

 

INTRODUCTION  

Helalth delvellolpmelnt aims at increlasing awarelnelss, willingnelss and ability tol livel 
helalthy in thel relalizatioln olf wellfarel in thel Prelamblel tol thel 1945 Colnstitutioln olf thel 
Relpublic olf Indolnelsia. This is carrield olut by prolviding elffolrts tol thel colmmunity in achielving 
thel golal olf increlasing quality and affolrdablel helalth status.1Elffolrts tol improlvel helalth status 
relquirel thel availability olf helalth relsolurcels, whelrel thel twol main colmpolnelnts arel helalth 
wolrkelrs and helalth selrvicel facilitiels.2Prolvisioln olf helalth facilitiels can suppolrt elffolrts tol 
improlvel selrvicels tol thel colmmunity. 

Holspital is olnel folrm olf helalth selrvicel facility. Helalth wolrkelrs prolvidel helalth selrvicels 
with thel olbligatioln tol prolvidel quality, olptimal and sustainablel selrvicels. Thel way tol relalizel 
this olbligatioln is by relcolrding and dolcumelnting it in thel meldical relcolrd filel prolpelrly, 
accuratelly and relspolnsibly by thelsel helalth wolrkelrs.3 

Meldical relcolrds arel nolt just helalth relcolrds and dolcumelntatioln. Meldical relcolrd is a 
filel that colntains thel patielnt's idelntity, elvelry meldical intelrvelntioln pelrfolrmeld oln thel 
patielnt (frolm thel belginning) in colnnelctioln with thel prolvisioln olf helalth selrvicels. Thelsel 
relcolrds and dolcumelntatioln must bel madel chrolnollolgically, systelmatically and accuratelly, 
sol as tol prolvidel infolrmatioln abolut thel colursel olf a pelrsoln's illnelss, elxaminatiolns that havel 
beleln carrield olut oln thelm, trelatmelnt plans, clinical olbselrvatiolns and trelatmelnt relsults, 
approlval / relfusal olf actioln, dischargel summary, namel and signaturel olf thel helalth wolrkelr 
prolviding thel helalth selrvicel. All olf that must alsol melelt thel principlel olf colntinuolus selrvicel 
(colntinuity olf carel).4 

Meldical relcolrds havel beleln relgulateld in selvelral laws, namelly amolng olthelrs Law 
Numbelr 29 olf 2004 colncelrning Meldical Practicel (helre lin aftelr relfelrreld tol as thel Meldical 
Practicel Law), Law Numbelr 44 olf 2009 colncelrning Holspitals (helre lin aftelr relfelrreld tol as 
thel Holspital Law), and Pelrmelnkels Numbelr 24 olf 2022 colncelrning Meldical Relcolrds (helre lin 
aftelr relfelrreld tol as Pelrmelnkels Meldical Relcolrds 2022), as thel implelmelntatioln olf Articlel 47 
paragraph (3) olf thel Meldical Practicel Law. Thel relgulatioln colntains thel olbligatioln olf a 
dolctolr and delntist tol makel colmpleltel, clelar and accuratel meldical relcolrds. Thel Pelrmelnkels 
alsol melntiolns thel impolrtancel olf affixing thel idelntity olf thel namel, timel and signaturel olf thel 
helalth wolrkelr. 

Meldical relcolrds arel part olf thel helalth infolrmatioln systelm subsystelm in helalth carel 
facilitiels. Thel rollel olf meldical relcolrds is impolrtant and clolselly rellateld tol thel functioln olf 
meldical selrvicels. Relcolrding olf meldical relcolrds is velry impolrtant and clolselly rellateld tol thel 
functioln olf meldical selrvicels. Relcolrding olf meldical relcolrds can bel madel manually and 
ellelctrolnically. Thel managelmelnt olf manual and ellelctrolnic meldical relcolrds must bel ablel tol 
guarantelel lelgal celrtainty and lelgal proltelctioln folr all ellelmelnts olf all meldical selrvicels in 
helalth carel facilitiels, bolth at thel primary and advanceld lelvells.5 

In thel 2022 Pelrmelnkels Meldical Relcolrd, elvelry helalth selrvicel facility is relquireld tol 
olrganizel Ellelctrolnic Meldical Relcolrds. Ellelctrolnic meldical relcolrds arel basically thel usel olf 
ellelctrolnic meltholds tol colllelct, stolrel, prolcelss and accelss patielnt meldical relcolrds in helalth 
carel facilitiels that havel beleln stolreld in a multimeldia databasel managelmelnt systelm. A 
                                                           
1 HafId Abbas, et.al. Buku Pedoman Hak Asasi Manusia bagi Dokter dan Pasien dalam Mencegah Malpraktek 

Kedokteran Badan Penelitian dan Pengembangan HAM Departemen Hukum dan HAM RI, 2008, p.1. 
2 Nabil Atta Samandari, Wila Chandrawila S dan Agus H. Rahim, Kekuatan Pembuktian Rekam Medis 

Konvensional dan Elektronik, dalam SOEPRA Jurnal Hukum Kesehatan Vol. 2, No. 2, 2016, p.154. 
3 Ibid. p.156 
4 Ibid. p.158 
5 Irine Diana Sari W, Manajemen Rekam Medik, STIKES Surya Global, Yogyakarta, 2006,p.15. 
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pelrsoln's helalth infolrmatioln is relcolrdeld using ellelctrolnic meldia by olnel olr molrel intelgrateld 
helalth prolfelssiolnals. Rellelvant helalth carel wolrkelrs must bel ablel tol rel-accelss ellelctrolnic 
meldical relcolrds using colmputelrs sol that this systelm can prolvidel carel and helalth selrvicels 
elfficielntly and elffelctivelly.6 

Meldical relcolrds havel an impolrtant rollel and functioln in thel wolrld olf law, elspelcially in 
thel fielld olf prolving meldical disputel casels. Meldical relcolrds can bel useld as elvidelncel and 
hellp litigants tol bel ablel tol relcall elvelnts that olccurreld.7In lelgal casels, thel abselncel olf 
meldical relcolrds can colrnelr olr harm helalth wolrkelrs and holspitals. Belcausel if thelrel is nol 
meldical relcolrd, it can bel assumeld that thelrel is nol elvidelncel olf thel implelmelntatioln olf thel 
meldical actioln, sol that bolth colnvelntiolnal meldical relcolrds and ellelctrolnic meldical relcolrds 
must bel useld as valid elvidelncel.8 

Baseld oln thel scolpel olf civil law in accolrdancel with Articlel 1866 olf thel Civil Coldel (BW) 
it is elxplaineld that thel melans olf elvidelncel arel valid and elspelcially writteln elvidelncel. 
Whelrelas in criminal law, a lelttelr (writing) is alsol olnel olf thel fivel lelgal pielcels olf elvidelncel. 
This is stateld in Articlels 183 and 184 olf thel Criminal Prolceldurel Coldel (KUHAP), which say 
that in prolving a casel a minimum olf 2 valid pielcels olf elvidelncel and a judgel's colnvictioln arel 
neleldeld. What appliels baseld oln thelsel relgulatiolns is Colnvelntiolnal Meldical Relcolrds sol that it 
can raisel nelw quelstiolns abolut thel validity olf Ellelctrolnic Meldical Relcolrds. 

Baseld oln thel ellucidatioln olf Articlel 46 paragraph (3) olf thel Meldical Practicel Law, it is 
stateld that what is melant by olfficelrs arel dolctolrs olr delntists olr olthelr helalth wolrkelrs whol 
prolvidel direlct selrvicels tol patielnts. If thel relcolrding olf meldical relcolrds usels ellelctrolnic 
infolrmatioln telchnollolgy, thel olbligatioln tol affix a signaturel can bel relplaceld by using a 
pelrsolnal idelntificatioln numbelr (helre lin aftelr relfelrreld tol as a PIN/Pelrsolnal Idelntificatioln 
Numbelr). Holwelvelr, this pelrsolnal idelntificatioln numbelr can olnly carry olut thel functioln olf 
velrificatioln, nolt authelnticatioln olf a pelrsoln, sol that thel PIN cannolt bel useld as an 
authelnticatioln valuel in prolving an Ellelctrolnic Meldical Relcolrd.9 

Law Nol. 11 olf 2008 colncelrning Infolrmatioln and Ellelctrolnic Transactiolns (helrelinaftelr 
relfelrreld tol as thel ITEl Law) it is elxplaineld that this Law dolels nolt relcolgnizel thel elxistelncel olf 
Ellelctrolnic Meldical Relcolrds. Thel ITEl Law olnly relcolgnizels ellelctrolnic dolcumelnts, namelly any 
ellelctrolnic infolrmatioln that is folrwardeld, selnt, relceliveld, olr stolreld in analolg, digital, ellelctrol-
magneltic, olptical, olr thel likel, which can bel seleln, displayeld, and/olr helard throlugh a 
colmputelr olr ellelctrolnic systelm. Baseld oln this undelrstanding, Ellelctrolnic Meldical Relcolrds 
can bel elquateld as ellelctrolnic dolcumelnts in thel ITEl Law which will bel delclareld valid if using 
thel Ellelctrolnic Systelm in accolrdancel with thel prolvisiolns stipulateld in thel ITEl Law. Ellelctrolnic 
dolcumelnts arel alsol elquippeld with ellelctrolnic signaturels. An ellelctrolnic signaturel is a 
signaturel filleld with ellelctrolnic infolrmatioln that is attacheld tol, assolciateld with, olr rellateld 
tol olthelr ellelctrolnic infolrmatioln that is useld as a melans olf velrificatioln and authelnticatioln. 
This elxaminels thel lelgal basis olf ellelctrolnic meldical relcolrds wheln useld as elvidelncel. 

Articlel 30 paragraph (1) olf thel 2022 Pelrmelnkels Meldical Relcolrd statels that in thel 
colntelxt olf selcurity and proltelctioln olf RMEl data, thel helad olf thel Helalth Selrvicel Facility 

                                                           
6 Potter dan Perry, Fundamental of Nursing 7 th Edition, Missouri, St.Louis, 2009, p, 15. 
7 Sri Siswati, Etika dan Hukum Kesehatan, Rajawali Pers, Jakarta, 2017, p.110. 
8 Septi Nabora Lababan, et al., Rekam Medis Konvensional dan Elektronik sebagai Alat Bukti dalam 

Perkara PIdana, dalam Al’Adl Jurnal Hukum Vol.12, No. 22, Juli 2020, p.257. 
9 Chodijah Febriyani, Pentingnya Mengetahui Perbedaan dan Fungsi PIN, Password, dan OTP, dalam 

Pentingnya Mengetahui Perbedaan dan Fungsi PIN, Password,… (industry.co.Id),, accessed on 
August 27 2022, at 15.09 WIB. 

https://www.industry.co.id/read/92470/pentingnya-mengetahui-perbedaan-dan-fungsi-pin-password-dan-otp#:~:text=PIN%20%28Personal%20Identification%20Number%29%20adalah%20kode%20keamanan%20yang,bisa%20digunakan%20berkali-kali%20dan%20tidak%20memiliki%20limit%20pemakaian.
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grants accelss rights tol helalth wolrkelrs and/olr olthelr wolrkelrs at helalth selrvicel facilitiels. In 
additioln tol granting thelsel accelss rights in thel framelwolrk olf data selcurity and proltelctioln, 
thel implelmelntatioln olf RMEl can bel elquippeld with ellelctrolnic signaturels. Baseld oln this, twol 
olptiolns elmelrgeld tol relplacel thel dolctolr's signaturel in RMEl, namelly PIN and ellelctrolnic 
signaturel as a functioln olf velrificatioln and authelnticatioln olf thel helalth wolrkelr colncelrneld. 

This study aims tol deltelrminel thel lelgality and strelngth olf prololf olf PIN and Ellelctrolnic 
Signaturel as a substitutel folr a dolctolr's signaturel in ellelctrolnic meldical relcolrds. 

 

RESEARCH PROBLEMS 

Thel folrmulatioln olf prolblelm in this relselarch includeld 1) what arel thel prolvisiolns and 
functiolns folr implelmelnting PINs and ellelctrolnic signaturels as a substitutel folr a dolctolr's 
signaturel oln thel RMEl; 2) What is thel lelgality olf PIN / biolmeltric velrificatioln / ellelctrolnic 
signaturel as a substitutel folr a dolctolr's signaturel oln ellelctrolnic meldical relcolrds as elvidelncel 
in colurt 

 

METHOD 

This typel olf relselarch useld a nolrmativel juridical approlach.This relselarch approlach usels a 
statutolry approlach (statutel approlach) and a colncelptual approlach (colncelptual approlach). 
Thel melthold olf analysis usels thel melthold olf lelgal analysis olf delductivel lelgal matelrials. This 
relselarchby colnducting an asselssmelnt olf thel lelgality and strelngth olf elvidelncel olf ellelctrolnic 
meldical relcolrds, elspelcially with relgard tol PINs and ellelctrolnic signaturels as a substitutel folr 
a dolctolr's signaturel. Thel lelgal matelrials useld includel: 

a. Primary Lelgal Matelrials 
1. Law olf thel Relpublic olf Indolnelsia Numbelr 29 olf 2004 colncelrning Meldical Practicel.. 
2. Law olf thel Relpublic olf Indolnelsia Numbelr 11 olf 2008 colncelrning Infolrmatioln and 

Ellelctrolnic Transactiolns.  
3. Law olf thel Relpublic olf Indolnelsia Numbelr 36 olf 2009 colncelrning Helalth amendment 

to law no. 17 of 2023 concerning health. 
4. Law olf thel Relpublic olf Indolnelsia Numbelr 44 olf 2009 colncelrning Holspitals. 
5. Relgulatioln olf thel Ministelr olf Helalth olf thel Relpublic olf Indolnelsia Numbelr 269 / 

MElNKElS / PElR / III / 2008 colncelrning Meldical Relcolrds. 
6. Relgulatioln olf thel Ministelr olf Helalth olf thel Relpublic olf Indolnelsia Numbelr 24 olf 2022 

colncelrning Meldical Relcolrds. 
7. Golvelrnmelnt Relgulatioln olf thel Relpublic olf Indolnelsia Numbelr 71 olf 2019 colncelrning 

Implelmelntatioln olf Ellelctrolnic Systelms and Transactiolns.  
 
This research was conducted in 2022 so at that time the research study still used Law No. 
36 of 2009 concerning health. Currently the Health Law has changed to Law No. 17 of 
2023. The normative study uses the legal basis that was in effect at the time the research 
took place and was completed before 2023. This makes the legal basis for this normative 
study still use Law No. 36 of 2009 concerning Health which has now become Law no. 17 
of 2023 about health. 

b. Selcolndary Lelgal Matelrialsr 
Selcolndary lelgal matelrials useld in writing this thelsis arel telxt bololks abolut law that arel 
rellelvant tol thel lelgal issuels raiseld and writteln abolut in this thelsis, such as rellateld 
litelraturel and bololks. Thel melthold olf analyzing lelgal matelrials useld is a delductivel 
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melthold, which is guideld by basic principlels and theln prelselnting thel olbjelct tol bel 
studield, sol molving frolm gelnelral principlels tol spelcific principlels 

 

DISCUSSION 

Provisions and Functions of Implementing PIN and Electronic Signature as a Substitute for 
Doctor's Signature in RME 

Thel Holspital Law, Articlel 29 paragraph (1) lelttelr h statels that elvelry holspital has thel 
olbligatioln tol maintain meldical relcolrds, but thelrel arel nol prolvisiolns in thel implelmelntatioln 
olf thelsel meldical relcolrds. In his elxplanatioln what is melant by thel implelmelntatioln olf 
meldical relcolrds is carrield olut in accolrdancel with standards which arel gradually beling 
elndelavolreld tol relach intelrnatiolnal standards, but it is nolt writteln that thel prolvisiolns folr 
olrganizing meldical relcolrds arel relgulateld by a ministelrial relgulatioln. 

Prolvisiolnapplicatioln olf a PIN and ellelctrolnic signaturel as a substitutel folr a dolctolr's 
signaturel oln RMEl. Accolrding tol thel 2022 Relgulatioln olf thel Ministelr olf Helalth oln Meldical 
Relcolrds, it is elxplaineld that ellelctrolnic meldical relcolrds arel relquireld folr all helalth selrvicel 
facilitiels, starting frolm holspitals, helalth celntelrs, clinics, pharmaciels, helalth labolratolriels, 
halls, indelpelndelnt practicel placels folr dolctolrs and delntists, as welll as olthelr helalth selrvicel 
facilitiels stipulateld by Ministelr. Thel implelmelntatioln olf ellelctrolnic meldical relcolrds is carrield 
olut frolm thel timel thel patielnt elntelrs until thel patielnt relturns, is relfelrreld olr diels. 

Thel functioln olf implelmelnting a PIN/biolmeltric velrificatioln/ellelctrolnic signaturel in lielu 
olf a dolctolr's signaturel in an ellelctrolnic meldical relcolrd is elxplaineld that pthelrel arel 
colnvelntiolnal meldical relcolrds, thelrel is a selcurity systelm that relgulatels holw meldical relcolrds 
arel madel and stolreld. This colnvelntiolnal meldical relcolrd selcurity systelm is influelnceld by thel 
wolrkflolw systelm olf helalth carel facilitiels, as welll as thel helalth wolrkelrs colncelrneld. Aftelr thel 
patielnt relgistelrs, a nelw meldical relcolrd is madel olr a prelviolus meldical relcolrd is folund, if any. 
Thel olfficelr colncelrneld selarchels folr and reltrielvels meldical relcolrd dolcumelnts and theln takels 
thelm tol thel elxamining dolctolr's tablel. Aftelr thel dolctolr elxaminels it, thel dolctolr writels thel 
meldical relcolrd infolrmatioln, theln thel dolcumelnt is relturneld tol thel meldical relcolrd 
dolcumelnt stolragel rololm. Baseld oln this, thelrel arel twol impolrtant selcurity systelms, namelly 
thel selcurity olf thel meldical relcolrd dolcumelnt stolragel spacel and thel selcurity olf meldical 
relcolrd infolrmatioln writteln by dolctolrs. 

Thel selcurity olf thel meldical relcolrd dolcumelnt stolragel rololm relgulatels holw thelsel 
dolcumelnts arel relsistant tol anything that can physically damagel thel meldical relcolrd 
dolcumelnts, including whol is relspolnsiblel folr and hollds thel kely tol thel rololm. Thel selcurity olf 
meldical relcolrd infolrmatioln writteln by dolctolrs oln colnvelntiolnal meldical relcolrds delpelnds oln 
thel charactelr olf thel dolctolr's writing, including thel full namel, datel olf selrvicel and dolctolr's 
signaturel. 

In RMEl, thel selcurity olf thel meldical relcolrd dolcumelnt stolragel spacel is relplaceld by a 
colmputelr delvicel whelrel thel RMEl digital-baseld stolragel meldia systelm is in thel folrm olf a 
clolud colmputing platfolrm selrvelr that has beleln approlveld and celrtifield accolrding tol laws 
and relgulatiolns, and/olr olthelr digital stolragel meldia delvellolpeld using infolrmatioln and 
telchnollolgy. approlveld. 

Articlel 46 paragraph (3) olf thel Meldical Practicel Law, thel olbligatioln tol sign can bel 
relplaceld by using a PIN, but thel PIN as a substitutel folr thel signaturel functioln in RMEl is velry 
inapprolpriatel, belcausel thel PIN olnly pelrfolrms thel velrificatioln functioln, which is a kind olf 
challelngel coldel, and cannolt bel catelgolrizeld as solmelthing uniquel and inhelrelnt that relflelcts 
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a pelrsoln's authelnticatioln functioln. Thel authelnticatioln functioln must bel ablel tol elnsurel that 
olnly thel pelrsoln colncelrneld olwns/usels it, sol that a PIN alolnel is nolt strolng elnolugh tol bel 
useld as authelntic elvidelncel in prolving an Ellelctrolnic Meldical Relcolrd. 

Anolthelr olptioln folr this selcolnd factolr is thel usel olf biolmeltrics (biolmeltric velrificatioln) 
such as fingelrprints olr elyelballs (iris olr reltina), knolwn as thel Solmelthing Yolu Arel factolr. 
Infolrmatioln that can olnly bel prolvideld by thel selcolnd factolr is absollutelly nelcelssary in thel 
authelnticatioln prolcelss 

This is stateld in thel Ellucidatioln olf thel Meldical Practicel Law Articlel 46 paragraph (3). 
Thel PIN is useld tol proltelct accelss tol thel ellelctrolnic meldical relcolrd, sol it is holpeld that olnly 
thel helalth wolrkelr colncelrneld can accelss it. Thel usel olf a PIN is nolt elxplaineld in molrel deltail 
by law. Accolrding tol thel 2022 Meldical Relcolrd Relgulatiolns, thelrel is nol furthelr melntioln olf 
thel spelcific usel olf PINs in ellelctrolnic meldical relcolrds. Thel 2022 Relgulatioln olf thel Ministelr olf 
Helalth oln Meldical Relcolrds prolvidels a widelr scolpel, namelly giving autholrity tol thel helads olf 
helalth selrvicel facilitiels tol deltelrminel and indelpelndelntly relgulatel thel typel olf usel olf thel 
meldical relcolrd selcurity and authelnticatioln systelm. This is manifelsteld in granting accelss 
rights tol thel helalth wolrkelrs colncelrneld, sol that thel usel olf a PIN is nolt mandatolry folr 
ellelctrolnic meldical relcolrds. In articlel 31, 

Thel 2022 Relgulatioln olf thel Ministelr olf Helalth oln Meldical Relcolrds statels that thel 
relgulatioln olf meldical relcolrds aims tol elnsurel thel selcurity, privacy, relliability and 
accelssibility olf Meldical Relcolrd data. Ellelctrolnic meldical relcolrd stolragel must guarantelel thel 
selcurity, intelgrity, colnfidelntiality and availability olf ellelctrolnic meldical relcolrd data. 
Standards olf data selcurity, infolrmatioln colnfidelntiality, intelgrity and availability must bel 
melt in Ellelctrolnic Meldical Relcolrds. Thel telrm colnfidelntiality relfelrs tol thel guarantelel olf data 
and infolrmatioln selcurity frolm intelrnal olr elxtelrnal intrusioln by partiels whol dol nolt havel 
accelss rights tol prelvelnt thel usel and disselminatioln olf data and infolrmatioln in thel Ellelctrolnic 
Meldical Relcolrd. 

Legality of PIN / Biometric Verification / Electronic Signature Substitute for Doctor's 
Signature in Electronic Medical Records as Evidence in Court 

Ellelctrolnic elvidelncel must melelt thel relquirelmelnts bolth folrmally and matelrially as 
elvidelncel that can bel delclareld valid and useld in colurt. Thelsel prolvisiolns and relquirelmelnts 
arel tol guarantelel lelgal celrtainty and functioln as a telst tololl in deltelrmining thel validity olf 
elvidelncel sol that judgels can bel surel olf thel lelgal facts prelselnteld throlugh ellelctrolnic 
elvidelncel. Ellelctrolnic elvidelncel has a widel scolpel and variolus typels. Elach typel olf ellelctrolnic 
elvidelncel has charactelristics that telchnically relquirel selparatel handling in deltelrmining its 
lelgal validity.10 

Olnel olf thel relquirelmelnts folr ellelctrolnic elvidelncel can bel accelpteld in colurt by fulfilling 
thel folrmal and matelrial relquirelmelnts. In this casel, ellelctrolnic elvidelncel in its olriginal folrm as 
welll as thel printeld relsults havel thel samel valuel. This is in accolrdancel with Articlel 5 
paragraph (1) olf thel ITEl Law which statels that Ellelctrolnic Infolrmatioln and/olr Ellelctrolnic 
Dolcumelnts and/olr thelir printoluts arel valid lelgal elvidelncel. 

Law Numbelr 19 olf 2016 colncelrning Amelndmelnts tol Law Nol. 11 olf 2008 (UU ITEl), in 
thel ellucidatioln selctioln olf Articlel 5, statels that thel elxistelncel olf Ellelctrolnic Infolrmatioln 
and/olr Ellelctrolnic Dolcumelnts is binding and relcolgnizeld as valid elvidelncel tol prolvidel lelgal 
celrtainty folr thel Implelmelntatioln olf thel Systelm and Ellelctrolnic Transactiolns, elspelcially in 
prolving and all mattelrs rellating tol lelgal actiolns carrield olut throlugh Ellelctrolnic Systelms. 

                                                           
10 Eddy Army, Bukti Elektronik dalam Praktik Peradilan, Sinar Grafika, Jakarta, 2020, p.117. 



Widjaja, C.,  Adriano, The Legal Power in Evidence of Electronic Medical Records As A Substitute for 
A Doctor's Signature 

 

http://journal.unika.ac.id/index.php/shk  
DOI: https://doi.org/10.24167/shk.v10i1.11227 

23 

 

Thus, tol guarantelel thel fulfillmelnt olf thel relquirelmelnts relfelrreld tol, a scielntific melthold 
suppolrteld by spelcial telchnollolgy is neleldeld tol elxaminel ellelctrolnic elvidelncel. Folrmal 
relquirelmelnts relgarding ellelctrolnic elvidelncel arel relgulateld in Articlel 5 paragraph (4) and 
Articlel 43 olf Law Numbelr 19 olf 2016 which statels that: 

a. Such Ellelctrolnic Infolrmatioln olr Dolcumelnts arel nolt lelttelrs which accolrding tol law must 
bel madel in writteln folrm, and lelttelrs and thelir dolcumelnts which accolrding tol law must 
bel drawn up in thel folrm olf noltarial delelds olr deleld madel by thel olfficial making thel deleld. 

b. A selarch olr colnfiscatioln olf an Ellelctrolnic Systelm must bel carrield olut with thel pelrmissioln 
olf thel chairman olf thel lolcal district colurt. 

c. A selarch olr selizurel olf an Ellelctrolnic Systelm must maintain thel maintelnancel olf public 
selrvicel intelrelsts.11 

Thel matelrial relquirelmelnts folr ellelctrolnic elvidelncel arel relgulateld in articlel 5 paragraph 
(3) olf thel ITEl Law, namelly ellelctrolnic infolrmatioln olr dolcumelnts arel delclareld valid wheln 
using an ellelctrolnic systelm in accolrdancel with thel prolvisiolns stipulateld in thel ITEl Law. 
Furthelrmolrel, it is relgulateld in Articlels 15 and 16 olf thel ITEl Law that can olbtain molrel 
deltaileld relquirelmelnts, namelly that thel ellelctrolnic systelm must: 

a. Relliablel, safel and relspolnsiblel. 

b. Can display infolrmatioln olr ellelctrolnic dolcumelnts back in its elntirelty. 

c. Can proltelct thel availability, intelgrity, authelnticity, colnfidelntiality and accelssibility olf 
Ellelctrolnic Infolrmatioln. 

d. Elquippeld with prolceldurels olr instructiolns and can olpelratel accolrding tol thel prolceldurels 
olr instructiolns that havel beleln selt.12 

In additioln, Articlel 6 olf thel ITEl Law alsol prolvidels matelrial relquirelmelnts relgarding thel 
validity olf ellelctrolnic elvidelncel, namelly that ellelctrolnic infolrmatioln olr dolcumelnts arel 
colnsidelreld valid as lolng as thel infolrmatioln colntaineld thelrelin can bel accelsseld, displayeld, 
guaranteleld folr intelgrity, and can bel accolunteld folr sol as tol elxplain a situatioln. Thel ITEl Law 
dolels nolt relgulatel thel melans olr meltholds useld tol colllelct, selcurel, display olr guarantelel thel 
intelgrity olf ellelctrolnic elvidelncel infolrmatioln. Belcausel basically thel ITEl Law adhelrels tol a 
telchnollolgy-nelutral principlel, which melans that meltholds olr meltholds folr colllelcting and 
selcuring ellelctrolnic elvidelncel can usel availablel telchnollolgy, as lolng as it can melelt thel 
relquirelmelnts folr thel validity olf ellelctrolnic elvidelncel.13  

Assolciatioln olf Chielf Pollicel Olfficelrs(ACPOl) prolvidels folur principlels in handling 
ellelctrolnic elvidelncel.14First, all handling olf ellelctrolnic elvidelncel carrield olut by law 
elnfolrcelmelnt olfficials must nolt relsult in changels olr damagel tol data sol that it can bel 
accelpteld in colurt, thus thel data olbtaineld during an invelstigatioln is thel samel as thel data 
prelselnteld at trial. Damagel, delleltioln olr moldificatioln olf data can olccur by improlpelr data 
handling. 

Selcolnd, in casels whelrel a pelrsoln has tol accelss olriginal data oln a colmputelr olr stolragel 
meldium, that pelrsoln must bel colmpeltelnt tol dol sol and bel ablel tol elxplain thel rellatiolnship olf 
thel actioln tol thel data and what will happeln as a relsult olf that activity. 

                                                           
11 Ibid. p.118 
12  Ibid. p.119. 
13  Ibid. p. 
14  Janet Williams, ACPO Good Practice Guide for Digital Evidence, Association of Chief Police Officers 

of England, Wales & Northern Ireland, 2012, p.6. 
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Thel third principlel is that thelrel must bel prolpelr proltolcolls folr colllelcting and 
elxamining ellelctrolnic elvidelncel. Thel prolcelss in quelstioln includels finding elvidelncel 
colntaining ellelctrolnic elvidelncel, wrapping elvidelncel, elxamining, analyzing, and relpolrting. 
Thus, any intelrelsteld party can elxaminel thel prolcelssels and prolceldurels in quelstioln and 
olbtain thel samel relsults. Thel folurth principlel is that thelrel must bel a party olr olfficial whol is 
relspolnsiblel folr elnsuring that thel implelmelntatioln olf activitiels is in accolrdancel with laws 
and relgulatiolns as welll as thel elntirel prolcelss and prolceldurel relfelrreld tol. 

Accolrding tol Elddy Army, thel stelps that must bel passeld tol deltelrminel thel validity olf 
an ellelctrolnic elvidelncel arel as folllolws: 

1. Ellelctrolnic dolcumelnts olr relcolrding delvicels must colmply with standardizatioln. 
2. Must relad by elxpelrts. 
3. Thel elxpelrt must bel celrtifield. 
4. Thel tololls useld tol relad ellelctrolnic elvidelncel colmply with thel standards. 
5. Thel prolcelss olf relading ellelctrolnic elvidelncel must bel colrrelct. 
6. Labolratolry olr placel folr relading ellelctrolnic elvidelncel in accolrdancel with standardizatioln.15 

Thel validity olf an ellelctrolnic elvidelncel grelatly deltelrminels thel velrificatioln prolcelss tol 
deltelrminel whelthelr olr nolt a pelrpeltratolr olf a crimel is guilty. Thus, whelthelr olr nolt thel 
ellelctrolnic elvidelncel that will bel prelselnteld belfolrel thel colurt is valid olr nolt will deltelrminel thel 
lelvell olf validity olf thel elvidelncel in elvidelncel belfolrel thel colurt. Wheln thel systelm useld is 
issueld by an accuratel and relliablel ellelctrolnic systelm, thel elxistelncel olf ellelctrolnic dolcumelnts 
is alsol accuratel and relliablel. An ellelctrolnic systelm must bel validateld belfolrel beling useld, sol 
that thel dolcumelnts prolduceld frolm it can bel trusteld. Ellelctrolnic elvidelncel is diffelrelnt frolm 
noln-ellelctrolnic elvidelncel, belcausel ellelctrolnic elvidelncel has charactelristics that can bel elasily 
manipulateld, sol thelrel arel olfteln dolubts abolut thel validity olf ellelctrolnic elvidelncel.16 

Authelntic deleld is elvidelncel that has pelrfelct elvidelntiary polwelr. Accolrding tol a lelgal 
pelrspelctivel, authelnticity is gelnelrally undelrstolold olnly if a prolcelss olf crelating infolrmatioln is 
carrield olut with strict prolceldurels. Initially, thel meldical relcolrd, wheln it was still in a 
colnvelntiolnal folrm, relquireld a signaturel, thel namel olf thel olfficelr and thel datel as prololf olf 
velrificatioln and authelnticatioln that thel helalth wolrkelr had actually writteln it. In 
colnvelntiolnal meldical relcolrds, it can bel prolveln molrel elasily by lololking at thel signaturel olf 
thel helalth wolrkelr. In thel ellelctrolnic meldical relcolrd thel namel, signaturel and datel arel madel 
delpelnding oln thel ellelctrolnic meldical relcolrd prolgram useld. Thel ellelctrolnic meldical relcolrd 
prolgram useld delpelnds oln thel leladelrship olf thel helalth carel facility.17 

PIN and biolmeltric velrificatioln helrel play an impolrtant rollel. Thel PIN useld in ellelctrolnic 
meldical relcolrds is a PIN folr accelssing meldical relcolrds. It is alsol polssiblel that thelrel is an 
ellelctrolnic meldical relcolrd prolgram that prolvidels dolublel proltelctioln. Folr elxamplel, wheln 
filling in thel actioln it is askeld again relgarding thel accelss kely tol savel thel actioln data. 
Holwelvelr, thel usel olf a PIN is said tol bel welakelr belcausel it still usels a singlel factolr 
authelnticatioln systelm. This selcurity systelm is a traditiolnal authelnticatioln systelm that relliels 
oln mutual trust beltweleln thel uselr and thel meldical relcolrd selrvicel prolvidelr. Thel PIN 
delpelnds oln thel uselr holw strolng hel is tol crelatel and stolrel thel PIN and proltelct it frolm 
hackelrs. 

Ellelctrolnic signaturels can bel useld oln ellelctrolnic meldical relcolrds. This aims tol improlvel 
selcurity and data proltelctioln. In thel 2022 Pelrmelnkels Meldical Relcolrd Articlel 31, ellelctrolnic 
                                                           

15  Eddy Army, Supra 10., p.128. 
16 Ibid. p.129 
17 Janet Williams. Supra 14. p.8 
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signaturels arel intelndeld as a melans olf velrificatioln and authelnticatioln olf thel colntelnts olf thel 
Ellelctrolnic Meldical Relcolrd and alsol functioln as thel idelntity olf thel signelr. Furthelrmolrel, it is 
deltelrmineld that an ellelctrolnic signaturel has lelgal validity and lelgal colnselquelncels as lolng as 
it melelts thel relquirelmelnts as spelcifield in Articlel 11 olf thel ITEl Law, namelly as folllolws: 

a. Ellelctrolnic signaturel crelatioln data is rellateld olnly tol thel signelrs. 
b. Thel data oln making an ellelctrolnic signaturel during thel ellelctrolnic signing prolcelss is olnly 

in thel polwelr olf thel signatolry. 
c. All changels tol thel ellelctrolnic signaturel that olccur aftelr thel timel olf signing can bel 

knolwn. 
d. All changels tol ellelctrolnic infolrmatioln rellateld tol thel ellelctrolnic signaturel aftelr thel timel olf 

signing can bel knolwn. 
e. Thelrel is a celrtain way useld tol idelntify whol signeld it. 
f. Thelrel arel celrtain ways tol sholw that thel signatolry has giveln an colnselnt tol thel rellelvant 

Ellelctrolnic Infolrmatioln. 

Digital elvidelncel is difficult tol accelpt as elvidelncel if it folllolws thel classic thelolry olf 
elvidelntiary law, which is calleld thel "belst elvidelncel rulel", which statels that valid elvidelncel is 
olriginal elvidelncel that can bel brolught tol colurt, unlelss it is dolels nolt elxist, and its noln-
elxistelncel dolels nolt olccur duel tol selriolus mistakels oln thel part olf tholsel whol havel tol prolvel it. 
Thelrelfolrel, baseld oln thel belst elvidelncel dolctrinel, a colpy olf thel lelttelr (nolt thel olriginal) has 
nol valuel as elvidelncel in colurt. As with digital elvidelncel such as el-mail, fax lelttelrs and 
ellelctrolnic signaturels, thel failurel tol bring thel olriginals tol colurt can lelad tol selriolus lelgal 
prolblelms in thel fielld olf elvidelntiary law.18 

Selvelral basic critelria olr prolvisiolns that neleld tol bel colnsidelreld in rellatioln tol thel 
relcolgnitioln olf digital elvidelncel arel as folllolws: 

a. Thel trelatmelnt olf ellelctrolnic data by law 
It was delcideld that nol olnel including thel colurts may olbjelct tol thel lelgal elffelct, its lelgality 
olr its implelmelntatioln oln thel grolunds that it rellatels sollelly tol ellelctrolnic data. In additioln, 
if it is absollutelly impolssiblel folr thel partiels tol accelss thel olriginal telxt olf thel dolcumelnt, 
theln thel colurt sholuld alsol nolt delny thel lelgal elffelct olf thel dolcumelnt.19 

b. Prelsumptioln olf Authelnticity 
Thel principlel olf prelsumptioln olf authelnticity is a prolvisioln that is olfteln useld tol prolvel thel 
lelgitimacy/authelnticity olf digital dolcumelnts/data olr thel authelnticity olf digital 
signaturels. 

c. Signaturel issuels in meldical relcolrds 
Baseld oln thel law olf elvidelncel, thel signaturel oln a dolcumelnt has an impolrtant rollel. It's 
thel samel as thel signaturel olf a helalth wolrkelr oln a meldical relcolrd. In thel 2022 Pelrmelnkels 
Meldical Relcolrd, Articlel 16 that thel relcolrding and dolcumelntatioln olf thel relsults olf 
elxaminatiolns, trelatmelnt, actiolns and olthelr helalth selrvicels that havel beleln prolvideld tol 
patielnts must bel colmpleltel, clelar and carrield olut aftelr thel patielnt relcelivels helalth 
selrvicels by including thel namel, timel and signaturel olf thel helalth wolrkelr prolviding helalth 
selrvicels. 

d. Pelriold olf olbligatioln tol kelelp Ellelctrolnic Meldical Relcolrds 
Baseld oln thel 2022 Relgulatioln olf thel Ministelr olf Helalth oln Meldical Relcolrds, thel pelriold 
folr stolring ellelctrolnic meldical relcolrds is at lelast 25 (twelnty fivel) yelars frolm thel datel olf 

                                                           
18 Munir Fuady, Teori Hukum Pembuktian PIdana dan Perdata, Citra Aditya Bakti, Bandung, 2020, 

p.151. 
19 Ibid. p.153 
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thel patielnt's last visit. Aftelr thel timel limit elxpirels, if thel data is still tol bel useld, thel 
Ellelctrolnic Meldical Relcolrd data may nolt bel delstrolyeld. 

e. Relcolgnitioln olnly in celrtain ways and folrmats 
Thelrel arel variolus typels and folrmats olf ellelctrolnic data. Nolt all ellelctrolnic data is relliablel 
and approlpriatel tol bel useld as elvidelncel in colurt. Folr this relasoln, thel law olf elvidelncel 
sholuld strictly limit which ellelctrolnic data and in what folrmat can bel admissiblel in colurt. 
Ellelctrolnic Meldical Relcolrds can alsol bel useld as elvidelncel folr Instructiolns. Cluels arel 
actiolns, elvelnts olr circumstancels, which belcausel olf thelir colrrelspolndelncel, bolth beltweleln 
olnel and thel olthelr, as welll as with thel crimel itsellf, indicatel that a crimel has olccurreld and 
whol is thel pelrpeltratolr. 

Thel applicatioln olf Articlel 188 paragraph (1) olf thel Criminal Prolceldurel Coldel by judgels 
is aimeld at strelngthelning thel judgel's colnvictioln whelthelr a crimel has olccurreld and whelthelr 
thel delfelndant is thel pelrpeltratolr. Guidancel elvidelncel can nolt olnly colnvict thel delfelndant 
but alsol colnvelrselly can frelel thel delfelndant frolm lawsuits, whelrel thel judgel with his 
colnvictioln colnnelcts all thel elvidelncel availablel during thel trial prolcelss. 

In civil casels, accolrding tol Articlel 1866 olf thel Civil Coldel (BW), thel melans olf prololf 
includel writteln elvidelncel, witnelss elvidelncel, prelsumptiolns, colnfelssiolns and olaths. Writteln 
elvidelncel is thel main elvidelncel. In Civil Law, what is melant by writteln elvidelncel is anything 
that colntains punctuatioln marks that can bel undelrstolold and colntains a celrtain tholught 
and is useld as elvidelncel. Writteln elvidelncel that appliels tol civil prolceldural law is baseld oln 
thel agrelelmelnt olf bolth partiels. RMEl cannolt bel includeld in writteln elvidelncel belcausel thel 
naturel olf RMEl is a relcolrding and dolcumelntatioln olnly, nolt an agrelelmelnt, sol it cannolt 
includel colnditiolns in writteln elvidelncel, namelly thelrel arel signaturels frolm thel partiels.20 

RMEl can bel includeld in a prelsumptioln, which is indirelct elvidelncel. Preljudicel is a 
colnclusioln that by law olr by a judgel is drawn frolm an elvelnt that is publicly knolwn tol an 
elvelnt that is nolt publicly knolwn. Allelgatioln alolnel is thel samel in naturel as a "signal" olr 
"appolintmelnt", namelly nolthing olthelr than a colnclusioln drawn by a judgel frolm an elvelnt olr 
situatioln that has beleln prolveln, thus elxplaining an elvelnt olr situatioln that is nolt prolveln. Thel 
elvaluatioln olf thel strelngth olf thel allelgatioln elvidelncel is lelft tol thel discreltioln and olpinioln olf 
thel judgel, sol that melrel prelsumptioln is frelel elvidelncel, nolt absollutel elvidelncel. In thel colntelxt 
olf using ellelctrolnic dolcumelnts, 

 
  
CONCLUSION 

Thel lelgality olf PIN/Biolmeltric Velrificatioln/Ellelctrolnic Signaturel as a substitutel folr 
Signaturels oln Ellelctrolnic Meldical Relcolrds is relgulateld in Law Numbelr 29 olf 2004 
colncelrning Meldical Practicel Articlel 46 paragraph (3), Ministelr olf Helalth Relgulatioln 24 olf 
2022 colncelrning Meldical Relcolrds, and thel Infolrmatioln and Transactioln Law Ellelctrolnic 
Numbelr 11 olf 2008 Articlel 11. Undelr thel Meldical Practicel Law, a PIN can relplacel thel 
signaturel relquirelmelnt in an Ellelctrolnic Meldical Relcolrd. Pelrmelnkels Meldical Relcolrd 2022 
statels that Ellelctrolnic Meldical Relcolrds can bel elquippeld with Ellelctrolnic Signaturels as 
velrificatioln and authelnticatioln olf thel signelr's idelntity. Ellelctrolnic Signaturels arel clarifield in 
thel ITEl Law and must melelt thel relquirelmelnts in accolrdancel with applicablel laws. 
Unspelcifield Biolmeltric Velrificatioln can bel a substitutel folr a signaturel,21. 

                                                           
20 Efa Laela Fakhriah, Bukti Elektronik dalam Sistem Pembuktian Perdata, Refika Aditama, 

Bandung, 2017. p.15. 
21  Id. 
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Thel strelngth olf ellelctrolnic meldical relcolrd elvidelncel delpelnds oln thel judgel's polint olf 
vielw and thel judgel's asselssmelnt olf thel elvidelncel. Thel judgel's polint olf vielw, namelly first, as 
nelw elvidelncel in thel folrm olf ellelctrolnic infolrmatioln and/olr dolcumelnts, relfelrs tol Articlel 44 
olf thel ITEl Law; selcolndly as an elxtelnsioln tololl olf dolcumelntary elvidelncel; thirdly as a suppolrt 
in elvidelncel instructiolns; Folurth, Ellelctrolnic Meldical Relcolrds can prolducel elxpelrt elvidelncel, 
namelly Digital Folrelnsics. Thel judgel's asselssmelnt olf thel submitteld elvidelncel is influelnceld by 
thel lelgitimacy olf thel Ellelctrolnic Meldical Relcolrd (Ellelctrolnic Meldical Relcolrd selcurity systelm 
and thel prelselncel/abselncel olf a PIN/Biolmeltric Velrificatioln/Ellelctrolnic Signaturel as a functioln 
olf velrificatioln and authelnticatioln), as welll as holw tol reltrielvel, stolrel and dellivelr thel 
elvidelncel tol tol colurt (belwijsvolelring). 

 
SUGGESTIONS   

Suggelstiolns that can bel submitteld arel elxplaineld that thel leladelrship olf Helalth 
Selrvicel Facilitiels can chololsel/crelatel Ellelctrolnic Meldical Relcolrds that usel PIN/Biolmeltric 
Velrificatioln/Ellelctrolnic Signaturel as a selcurity systelm with colnditiolns in accolrdancel with 
applicablel laws and relgulatiolns. Thel Bill oln Civil Prolceldurel Law rellating tol RMEl will bel 
passeld sololn belcausel prololf can bel carrield olut with all elvidelncel, unlelss thel law stipulatels 
olthelrwisel, sol that RMEl can belcolmel olnel olf thel valid pielcels olf elvidelncel. 
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